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How do loss and delay occur?

packets queue in router buffers

< packet arrival rate to link (temporarily) exceeds output link
capacity
< packets queue, wait for turn

packet being transmitted (delay)

packets queueing (delay)

free (available) buffers: arriving packets
dropped (loss) if no free buffers
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Four sources of packet delay

transmission

A g\l \<—propagatlon—> —
B Q/ nodal

processing  queueing

dnodal dproc d +d

queue trans + dprop

d,.o.: Nodal processing dgueue: qUeueing delay

* check bit errors " time waiting at output link
= determine output link for transmission

= typically < msec " depends on congestion

level of router
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Four sources of packet delay

transmission

A q \4_ N
\l propagatlon
B QZ/ o
e —— nodal

processing  queueing

dnodal dproc dqueue + dtrans + dprop
d..... transmission delay: d,.op: Propagation delay:
= [:packet length (bits) = d:length of physical link
= R:link bandwidth (bps) " s:propagation speed in medium
* dyos =LIR o (~2x 108 m/sec)

Giyans AN Ayor ™ P> =y, = dis
very different

* Check out the Java applet for an interactive animation on trans vs. prop g&WARSKE MREZE I WEB 1-5
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Caravan analogy

o0

4

4

D)

/
0’0

/
0’0

ten-car toll
caravan booth

cars “propagate’ at
|00 km/hr

toll booth takes 12 sec to
service car (bit transmission
time)

car~bit; caravan ~ packet

Q: How long until caravan is
lined up before 2nd toll
booth!?

toll
booth

= time to "push” entire
caravan through toll

booth onto highway =
1210 = 120 sec

= time for last car to
propagate from Ist to
2nd toll both:
| 00km/(100km/hr)= |
hr

= A: 62 minutes
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Caravan analogy (more)

iﬁ‘j oo o g'lg = a:ly =
ten-car toll toll
caravan booth booth

<% suppose cars how ~propagate’ at 1000 km/hr
< and suppose toll booth now takes one min to service a car

< Q: WIill cars arrive to 2nd booth before all cars serviced at first
booth?

= A: Yes! after 7 min, |st car arrives at second booth; three
cars still at |st booth.
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Queueing delay (revisited)

o ¢ i
= / |
()] |
+ R: link bandwidth (bps) D > [
: > 0 [
2 L: packet length (bits) o9 # |
% a:average packet arrival %J / i
rate o e l
© = : L [aR
traffic intensity
= La/R

X4

La/R ~ 0: avg. queueing delay small

X4

La/R -> |:avg. queueing delay large
La/R > |:more “work” arriving
than can be serviced, average delay infinite!

>

* Check out the Java applet for an interactive animation on queuing and loss ‘\ - 1
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Zadaci
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1. Zamislite slanje paketa od F bitova putanjom od Q linkova brzine prenosa R
[b/s]. MrezZa je samo blago opterec¢ena tako da nema kasnjenja usled stajanja u
redu. Kasnjenje usled propagacije je bezbacajno.

a. Prtpostavimo da je u pitanju mreza sa komitiranjem paketa i virtuelnim
kolima. Neka trajanje pripreme virtuelnih kolima. Neka trajanje pripreme
virtuelnih kola bude ts sekundi. Pretpostavimo i to da izvorni slojevi dodaju
ukupno h bitov zaglavlja svakom paketu. Koliko je vremena potrebno za
slanje ove datoteke od izvora do odredista?

b. Pretpostavimo da je u pitanju mreza sa datagramima i komutiranjem
paketa, da se koristi usluga bez konenkcije, kao i to da svaki paket ima
zaglavlje duzie 2h. Koliko je vremena sada potrebno za slanje paketa?

c. Konacno, pretpostavimo da je re€ o mrezi sa komutiranjem vodova i da
brzina prenosa izmedu izvora i odredista iznosi R [b/s]. Ukoliko je ts trajanje
priprime veze, a h broj bitova zaglavlje koje se dodaje Citavom paketu.
Koliko je vremena potrebno za slanje ovog paketa?
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Resenje:

a) vreme neophodno za transfer paketa kroz jedan link je:
(L+h)/R.

Vreme neophodno za prenos kroz Q linkova je:
O(L+h)/R.

MozZemo napisati izraz koji sumira tj. obuhvata date oblike
kasnjenja: t, + Q(L+h)/R.
b) O(L+2h)/R

c) Nema store-and-forward kasnjenja prilikom transfera. Mozemo
napisati sledeci izraz za ukupno kasnjenje.

t.+(h+L)/R.
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2.

Dva centralna aspekta umrezavanja su kasnjenje usled propagacije i kSnjenje
usled prenosa. Zamislite dva raCunara A i B koji su povezani jednim linkom Cija
je brzina prenosa R b/s. Pretpostavimo da su ova dva raCunara medusobno
udaljena m metara i da je brzina propagacije linka s metara u sekundi. RaCunar
A treba da posalje paket duzine L bitova racunaru B.

a. lzrazite kasnjenje ulsed propagacije dprop u funkcijim i s.

b. Odredite trajnje prenosa paketa dprenos u odnosu na L i R.

c. Zanemarujuci kasnjenje ulsed obrade i stajanja u redu, napiSite izraz za

kasnjenje od jednog do drugog kraja.
d. Oderdite udaljenost m tako da dprop bude jednako sa dprenos.
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Resenje:

a) dpmp =m/s;[s].
byd, .=L/R;[sl
od,, . .,=mls+L/IR);sl.

L
g) m=—.3S;[ml].
R
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3.

Na primer mozemo posmatrati link kapaciteta 1 Mb/s. Kada su korisnici
aktivni, oni stvaraju saobracaj od 100 kb/s, , ali verovatnocéa njihove aktivnosti
je samo p=0,1. Pretpostavimo sada da se link od 1Mb/s zameni linkom od
1Gb/s.

Koliko je N, tj. maksimalan broj korisnika koje komutiranje vodova moze
da podrzi istovremeno?

b.  Pretpostavimo da je u pitanju mreza sa komutiranjem paketa od M

koirisnika. NapisSite formulu (u funkciji p, M, N) za izraCunavanje
verovatnocCe da viSe od N korisnika istovremeno Salje svoje podatke.
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Resenje:

a) pretpostavimo da N potencijalni korisnik ima mogucnost
istovremene realizacije transfera pojedinaénih, kapaciteta
od 100Kb/s kroz link kapaciteta od 1Gb/s. Priblizno resenje
je oko 10000 korisnika.

b) i (]ij”(l—p)m

n=N-+1
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4. Uzmimo u obzir stajanje u redu u privremenoj memoriji rutera (koji prethodi
izlaznom linku). Pretpostavimo da je duzina svih paketa L bitova, brzina prenosa
je R [b/s] i da N paketa istovremeno stize u privremenu memoriju svakih LN/R
sekundi. Odredite prosec¢no kasnjenje paketa usled stajanja u redu.
(pretpostavimo, kasnjenje usled stajanja u redu prvog paketa je nula, drugog
L/R, tre¢eg 2L/R. N-ti paket je veC prenet kada u ruter dospe druga serija
paketa.)
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Resenje:

Neophodno je LN/R sekundi za prenos N paketa. Pretpostavka je, da
kada grupa od N paketa stigne do rutera privremena memorija tj. bafer
je prazan .

Kasnjenje usled stajanja u redu prvog pakate od ~N paketa je nula.
Kasnjenje u redu drugog paketa je 1xL/R sekundi, treCeg paketa 2xL/R
sekundi itd. Na osnovu prethodnog napisanog, sledi da je kasnenje » -
og paketa: (n-1)L/R sekundi.

Na osnovu prethodne analize mozemo napisati da je prosecno
kasnjenje paketa usled stanja u redu:
1 1 N:1 L 1 (N-1)N

L
WZ(n 1)L/R—§W2n—RN 5

(N-1)
2

L
"R
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5. Pretpostavimo da raCcunar A do raCunara B treba poslati veliku datoteku od F
bitova. Izmedu radunara A i B postoje dva linka (i jedan komutator) koji nisu
zagusSeni (nema stajanja u redu). Racunar A segmentira datoteku na segmente
od po S bitova i svakom segmentu dodaje zaglavlje od 40 bitova, Cime se
dobijaju paketi duzine L=40+S bitova. Brzina prenosa svakog linka iznosi R
[b/s]. Pronadite vrednost parametara S koja minimizira kasnjenje prilikom
premestanja datoteke sa raCunara A na raCunar B. Zanemarite kasnjenje usled
propagacije.
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Resenje:

+40

Vreme za koje prvi paket stigne na odrediste je: S x 2 [s]. Nakon prvog paketa

ostali paketi bivaju isporuCeni na odrediste svakih 5 +40 sekundi. Vreme koje je

neophodno za isporucivanje celog fajla je definisano slede¢om funkcijom:
S+4O><2+(E—1)><(S+4O): S+4OX(£+1)
S R R S
Da bi definisali minimalnu vrednost kasnjenja, nephodno nadi parcijalni izvod po
promenljivoj S. Dati dobijeni brojevni izraz je neophodno izjednaditi sa 0. Zatim mozemo
definisati promenljivu S.

6(d“—‘<‘”°‘1"):0:>£(l_40t5)+l:02>5:w/4()F
oS R S S R

d ukupno=—
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Chapter 2
Application Layer
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HTTP overview

HTTP: hypertext
transfer protocol

» Web’ s application layer
protocol

< client/server model

= client: browser that
requests, receives,
(using HT TP protocol)
and displays” Web
objects

= server: Web server
sends (using HTTP
protocol) objects in
response to requests

PC running
Firefox browser

iphone running
Safari browser

running
Apache Web
server
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HTTP overview (continued)

uses TCP:

K/
0’0

0

0

L (4

client initiates TCP
connection (creates
socket) to server, port 80

server accepts TCP
connection from client

HTTP messages
(application-layer protocol
messages) exchanged
between browser (HTTP

client) and Web server
(HTTP server)

TCP connection closed

HTTP is “stateless ”

< server maintains no
information about
past client requests

— aside
protocols that maintain

“state” are complex!

< past history (state) must
be maintained

< if server/client crashes,
their views of “state”
may be inconsistent, must
be reconciled
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HT TP connections

non-persistent HTTP persistent HTTP
% at most one object + multiple objects can
sent over TCP be sent over single
connection TCP connection
= connection then between client, server
closed

+» downloading multiple
objects required
multiple connections
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Non-persistent HT TP

suppose user enters URL: (contains text,
www . someSchool . edu/someDepartment/home.index references to 10
jpeg images)

la. HTTP client initiates TCP
connection to HT TP server

(process) at Nl: HTTP server at host

www.someSchool.edu on port www.someSchool.edu

80 L '
/ waiting for TCP

connection at port 80.
2. HTTP client sends HTTP : on at port
accepts connection,
request message

(containing URL) into T\CP\:i HIBTiFying vdieReceives

. request message, forms
connection socket.

i response message
Message indicates that P " s
: : containing requested
client wants object

' . object, and sends message
timeé  someDepartment/home.in ] 5

l dex Into Its SOE!\%%EARSKE MREZE I WEB 2-25
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Non-persistent HT TP (cont.)
/ 4. HTTP server closes TCP

5. HTTP client receives response connection.

message containing html file,
displays html. Parsing html file,
finds 10 referenced jpeg objects

Hme g, Steps |-5 repeated for

each of 10 jpeg objects
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Non-persistent HT TP: response time

RTT (definition): time for a

small packet to travel from - =\
client to server and back ﬁg =i
) e © L
HTTP response time: initiate TCP
« one RTT to initiate TCP connection

/

connection RTT
= one RTT for HTTP request roquest | /
and first few bytes of HTTP RTT. \ time to
response to return /}]tcirlznsmn
» file transmission time file —

received

f

<+ non-persistent HT TP
response time = v v

. o ti i
2RT T+ file transmission me time
time
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Persistent HT TP

K/

non-persistent HTTP issues:
« requires 2 RTTs per object

K/

< OS overhead for each TCP
connection

+ browsers often open
parallel TCP connections
to fetch referenced objects

L0

persistent HTTP:

0

L 4

server leaves connection
open after sending
response

subsequent HT TP
messages between same
client/server sent over
open connection

client sends requests as
soon as it encounters a
referenced object

as little as one RTT for all
the referenced objects
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Zadaci
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6. Pretpostavimo da ste u svom CitaCu izborom hiperveze otvorili neku veb stranu
Cija IP adresa nije keSirana u vasem lokalnom raCunaru, tako da je za njeno
pribavljanje neophodno pretrazivanje DNS baze podataka. Takode ¢emo
pretpostaviti i to da je dobijanju IP adrese prethodila poseta n DNS servera
(RTT1, RTT2, ..., RTTn). Zatim ova strana je povezana sa linkom koji se odnosi
na samo jedan objekat-malo HTML teksta. Sa RTTO oznacCi¢éemo RTT vreme
izmedu lokalnog raCunara i servera na kome se ovaj objekat nalazi. Ukoliko
zanemarimo trajanje prenosa objekta, koliko vremena protekne od trenutka kada
korisnik izabere hipervezu do trenutka kada klijent primi tranzeni objekat?
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Resenje:
Ukupno vreme neophodno za dobijanje IP adrese
je:

RTT, + RTT, +---+ RTT, = > RTTi .
i=1

Nakon dobijanja |IP adrese najblizeg web servera
sledi proces transfera objekta koji sadrzi malo
HTML teksta. Ako je RTT, vreme Kkoje je
neophodno za transfer objekta od klijetskog do
serverskog racuara onda sledi da je.ukupno vreme:

2RTT, + RTT, + RTT, +---+ RTT, = 2RTT, + > RTTi
i=1
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7. Posmatrajuci prethodni problem, pretposavimo da HTML datoteka referencira tri
veoma mala objekta na istom serveru. Ako zanemarimo trajanje prenosa, kojliko
je vremena potrebno kod:

a. Nepostojanih HTTP veza bez paralelnih TCP konekcija,
b. Nepostojanih HTTP veza sa paralelnim TCP konekcijama i
c. Postojanih HTTP veza sa cevovodnom obradom?
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Resenje:
a)

RTT, +---+ RTT, +2RTT, +3-2RTT,

=8RT7T,+ RTT, +---+ RTT, =8RTT, + > RTTi

i=l1

b)

RTT, +---+ RTT, +2RTT, +2RTT,

=4RTT, + RTT, +---+ RTT,, =4RTT, + > RTTi

i=1

<)

RTT, +---+ RTT, +2RTT, + RTT,

=3RT7T,+ RTT, +---+ RTT, =3RTT, + > RTTi

i=l1

RACUNARSKE MREZE I WEB 4-33
PROGRAMIRANJIE



Chapter 3 e
Transport Layer .

RACUNARSKE MREZE | WEB Tames F. Kurose * Reith W on

PROGRAMIRANJE

V- GODINA Computer Networking: A
Top Down Approach

prof. dr Zlatko Langovi¢ -
4th edition.

Jim Kurose, Keith Ross
Addison-Wesley, July
2007.

RACUNARSKE MREZE I WEB PROGRAMIRANJE 3-34



Principles of Reliable data transfer

» important in app., transport, link layers
» top-10 list of important networking topics!

-

O

O ©

QO g senalngl receiver I
8 —-= process process

> | 1
% L()relioble c:hcmnel)j

o =

() provided service

+ characteristics of unreliable channel will determine complexity of
reliable data transfer protocol (rdt)

RACUNARSKE MREZE I WEB 3-35
PROGRAMIRANIE



Principles of Reliable data transfer

» important in app., transport, link layers
» top-10 list of important networking topics!

-

O

O ©

QO g senalngl receiver I
8 —-= process process

> | 1
% L()relioble c:hcmnel)j

o =

Junreliable c:hcmnel)ik

(a) provided service (b) service implementation

+ characteristics of unreliable channel will determine complexity of
reliable data transfer protocol (rdt)
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Principles of Reliable data transfer

» important in app., transport, link layers
» top-10 list of important networking topics!

-

O

O O

QO g senalngl receiver I

8 —-= process process

g | 1

= L()relioble c:hcmnel)j rdt_send () deliver data()
8_ 5 reliable data reliable data

D > transfer protocol transfer protocol

% O (sending side) (receiving side)

udt send( )i [packet | [ packet] Irdt rev()

Junreliable c:hcmnel)ik

(a) provided service (b) service implementation

+ characteristics of unreliable channel will determine complexity of
reliable data transfer protocol (rdt)
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Reliable data transfer: getting started

rdt send/() : called from above, deliver data () : called by
(e.g., by app.). Passed data to rdt to deliver data to upper
deliver to receiver upper layer /

\ rdt_send() data Tdeliver_data ()

send [reliable data reliable data receive
i fransfer Protocol fransfer protocol "
SIO€  |sending side) (receiving side) Slde
udt send ( )i packet packet Irdt rcv ()
T—»()unrelicible channel )<T

udt send () : called by rdt, rdt rcv () : called when packet
to transfer packet over arrives on rcv-side of channel
unreliable channel to receiver
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Reliable data transfer: getting started

Wel'll:
+ incrementally develop sender, receiver sides of
reliable data transfer protocol (rdt)

+ consider only unidirectional data transfer
" but control info will flow on both directions!

+ use finite state machines (FSM) to specify sender,

receiver
event causing state transition
actions taken on state transition
state: when in this “state” —_— o
next state uniquely t
determined by next evg
event actions )
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Rdt|.0: reliable transfer over a reliable channel

+ underlying channel perfectly reliable
" no bit errors
" no loss of packets
+ separate FSMs for sender, receiver:
= sender sends data into underlying channel
= receiver read data from underlying channel

) rdt_send(data) ) rdt_rcv(packet)

‘ backet = ‘ extract
fromn make_pkt(data) from (pa_cket,data)
above  ydt send(packet) below deliver_data(dat
B a
sender ) receiver
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Rdt2.0: channel with bit errors

+ underlying channel may flip bits in packet
= checksum to detect bit errors

<+ the question: how to recover from errors:

= acknowledgements (ACKs): receiver explicitly tells sender that pkt
received OK

= negative acknowledgements (NAKs): receiver explicitly tells sender
that pkt had errors

* sender retransmits pkt on receipt of NAK

< new mechanisms in rdt2.0 (beyond rdtl.0):

" error detection
* receiver feedback: control msgs (ACK,NAK) rcvr->sender
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rdt2.1: receiver, handles garbled ACK/NAKs

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seqO(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

\
\

rdt_rcv(rcvpkt) && (corrupt(rcvpkt) \\

rdt_rcv(rcvpkt) && (corrupt(rcvpkt)

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

sndpkt = make_pkt(NAK, chksum) \

udt_send(sndpkt) Q

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) && (
has_seq1(rcvpkt)

sndpkt = make_pkt(ACK, chksum)

udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) &&
has seqO(rcvpkt)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
~&& has seql(rcvpki)

extract(rcvpkt,data)
deliver_data(data)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)
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GBN: sender extended FSM

rdt_send(data)

if (nextseqnum < base+N) {
sndpkt[nextsegnum] = make_pkt(nextseqnum,data,chksum)
udt_send(sndpkt[nextseqgnum])
if (base == nextseqnum)

start_timer
nextseqnum-++
}
else
A—_— refuse_data(data)
base=1
nextsegnum=1 ", ( D
d * timeout
start_timer
\ udt_send(sndpkt[base])
rdt_rcv(revpkt) o udt_send(sndpkt[base+1])
&& corrupt(rcvpkt)
udt_send(sndpkt[nextseqnum-1])

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)

base = getacknum(rcvpkt)+1
If (base == nextsegnum)
stop_timer
else

imer X 7
start_time RACUNARSKE MREZE I WEB 3-43
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GBN: receiver extended FSM

default
udt_send(sndpkt) rdt_rcv(rcvpkt)
-~ ( ) && notcurrupt(rcvpkt)

A T~ - && hasseqgnum(rcvpkt,expectedsegnum)
T x — -
expectedsegnum=1 \ ‘:Dextract(rcvpkt,data)
sndpkt = deliver_data(data)

make_pkt(expectedseqnum,ACK,chksum) sndpkt = make_pkt(expectedseqnum,ACK,chksum)
udt_send(sndpkt)

expectedsegnum-++

ACK-only: always send ACK for correctly-received pkt with
highest in-order seq #
" may generate duplicate ACKs
" need only remember expectedseqnum
+ out-of-order pkt:
= discard (don’t buffer) -> no receiver buffering!
= Re-ACK pkt with highest in-order seq #
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TCP congestion control: additive increase,
multiplicative decrease
3 Approach: increase transmission rate (window size),
probing for usable bandwidth, until loss occurs

O additive increase: increase CongWin by 1 MSS
every RTT ldNntiI loss detected

O multiplicative decrease: cut CongWin in half after loss

=

@)

O .

C 24Koytes -

=
Saw tooth -
behavior: probing ISR
for bandwidth g

O) 8Kbytes

c

3

time

RACUNARSKE MREZE | WEB 3-45
PROGRAMIRANJE



TCP Congestion Control: details

O sender limits transmission:
LastByteSent-LastByteAcked
< CongWin

3 Roughly,

How does sender

CongWin
RTT

rate = Bytes/sec

O CongWin is dynamic, function
of perceived network
conhgestion

perceive congestion?

7 loss event = timeout or
3 duplicate acks

7 TCP sender reduces
rate (CongWin) after
loss event

three mechanisms:

o AIMD
o slow start

O conservative after
timeout events
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TCP Slow Start

3 When connection begins, 0O When connection begins,

CongWin = 1 MSS increase rate
o Example: MSS = 500 exponentially fast until
bytes & RTT = 200 msec first loss event

O initial rate = 20 kbps

O available bandwidth may
be >> MSS/RTT

O desirable to quickly ramp
up to respectable rate
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TCP Slow Start (more)

3 When connection
begins, increase rate
exponentially until
first loss event:

O double CongWin every
RTT

O done by incrementing
CongWin for every ACK

received
O Summary: initial rate
is slow but ramps up
exponentially fast

time

\ |
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Refinement: inferring loss

J After 3 dup ACKs:
O CongWin is cut in half

— Philosophy:
O window then grows
linearly 0 3 dup ACKs indicates

network capable of

3 But after timeout event: wor
delivering some segments

OCongWin instead set to | %+ indicates a

1 MSS; ‘ .
more alarming

O window ’rhen grows congestion scenario
exponentially

O to a threshold, then
grows linearly
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Refinement

Q: When should the
exponential
increase switch to
linear?

: When CongWin
gets to 1/2 of its
value before
timeout.

Td—

_;
P
|

Threshold

Transmission round

TCP Series 2 Reno

Threshold

TCP Series 1 Tahoe

Implementation:
3 Variable Threshold

A At loss event, Threshold is
set o 1/2 of CongWin just
before loss event

r 1 1T T T T T 1 T T T T 1
5 6 7 8 9 1011 1213 14 1%
Transmission round
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Summary: TCP Congestion Control

7 When CongWin is below Threshold, sender in
slow-start phase, window grows exponentially.

7 When CongWin is above Threshold, sender is in
congestion-avoidance phase, window grows linearly.

3 When a triple duplicate ACK occurs, Threshold
set fo CongWin/2 and CongWin set to
Threshold.

3 When timeout occurs, Threshold set to
CongWin/2 and CongWin is set to 1 MSS.
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TCP sender congestion control

State Event TCP Sender Action Commentary
Slow Start ACK receipt | CongWin = CongWin + MSS, Resulting in a doubling of
(SS) for previously | If (CongWin > Threshold) CongWin every RTT
unacked set state to “Congestion
data Avoidance”
Congestion ACK receipt | CongWin = CongWin+MSS * Additive increase, resulting
Avoidance for previously | (MSS/CongWin) in increase of CongWin by
(CA) unacked 1 MSS every RTT
data
SS or CA Loss event Threshold = CongWin/2, Fast recovery,
detected by CongWin = Threshold, implementing multiplicative
triple Set state to “Congestion decrease. CongWin will not
duplicate Avoidance” drop below 1 MSS.
ACK
SS or CA Timeout Threshold = CongWin/2, Enter slow start
CongWin =1 MSS,
Set state to “Slow Start”
SS or CA Duplicate Increment duplicate ACK count | CongWin and Threshold not
ACK for segment being acked changed
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Zadaci
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8. Analizirajte scenario u kojem racunar A zeli istovremeno da salje poruke racunarima B i
C. A povezan sa B i C kanalom za difuzno emitovanje-kanal ¢e preneti racunarima B i C
paket poslat iz racunara A. Pretpostavite da kanal za difuzno emitovanje koji povezuje
A, B i C moze nezavisno da gubi i ostecuje poruke (na primer, da poruka poslata iz A
bude pravilno priljena u B, ali ne i u C). Projektuje protokol za kontrolu gresaka u stilu
“stani i Cekaj”, za pouzdan prenos paketa od A do B i C, takav da A nece prihvatati
nove podatke od gornjeg sloja, sve dok ne utvrdi da su i B i C pravilno primili trenutni
paket. Napravite konacne automate za A i C. (Napomena: Konacni automati za B
trebalo bi u osnovi da bude isti kao za C.)
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Resenje:

Posiljaoc
rdt_rcv(rcvpkt) &&

notcorrupt(rcvpkt) &&
iSACK(seqnum,C) )

segnum = segnum +1

udt_send(sndpkt, timeout
rdt_rcv(rcvpkt) && nextseqnum) udt_send(sndpkt)
( notcorrupt(rcvpkt) && start_timer start_timer

Is_NOT_ACK(segnum,*
) ) || rdt_rcv(rcvpkt) &&

( corrupt(revpkt)) rdt_rcv(rcvpkt) &&

( notcorrupt(rcvpkt) &&

rdt_rcv(rcvpkt) && Is NOT_ACK(segnum,
notcorrupt(rcvpkt) && C) ) || rdt_rcv(rcvpkt) &&
iSACK(segnum,B) ) (_ corrupt(rcvpkt))

rdt_rcv(rcvpkt) &&
( notcorrupt(rcvpkt) &&
Is_NOT_ACK(segnum,
rdt_rcv(rcvpkt) && B) ) || rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt) && ( corrupt(rcvpkt))
iSACK(seqnum,C))

timeout

udt_send(sndpkt)
start_timer

timeout

udt_send(sndpkt)

start_timer
rdt_rcv

notcorru pt(rcvpkt) &&
iSACK(segnum,B) )

seqnum = seqnum +1
udt_send(sndpkt, nextseqnum)

start_timer RACUNARSKE MREZE I WEB 4-55
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Resenje:

Primalac B

rdt_rcv(rcvpkt) &&

corrupt(rcvpkt)

rdt_rcv(rcvpkt) &&
( notcorrupt(rcvpkt) &&
has_seq(x)

&& xl=seqnum

rdt_rcv(rcvpkt) &&
( notcorrupt(rcvpkt) &&
has seq(segnum)

udt_send(ACK, x, B)

udt_send(ACK, segnum, B)
start_timer
segnum = seqgnum +1
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9. Razmotrite sledeci dijagram veliCine TCP prozora u funkciji vremena. Pod
pretpostavkom da se prikazano ponasanje u protokolu TCP Reno, odgovorite na
sledeca pitanja (pogledajte sliku na sledecen slajdu)

Ozancite vremenske intervale u kojima TCP vrsi spori poCetak.

Ozancite vremenske intervale u kojima TCP izvrSava izbegavanje
zagusenja.

Da li se gubitak segmenta nakon 16. povratnog puta otkriven na osnovu ftri
identicha ACK-a ili na osnovu tajm-auta.

Da li se gubitak segmenta nakon 22. povratnog puta otkriven na osnovu ftri
identicha ACK-a ili na osnovu tajm-auta.

Koja je vrednost praga Threshold tokom prve povratene putanje.
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Veli¢ina prozora zagusenja (broj segmenata)

| ) IR T TRy R T . LN
0 2 4 6 8 10 12 14 16 18 20 22

Redni broj povratnog puta

I |
24 26
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Resenje:

TCP spori strart se izvrsava u intervalima [1,6] i [23,26].

TCP izbegavanje zagusenja izvrsava se u intervalima [6,16] i [17,22].

gubitak segmenta nakon 16. povratnog puta otkriven na osnovu tri identiéna ACK-a . U slucaju gubitka segmenta
usled tajm-auta velic¢ina prozora zagusnja bila bi I, Sto nije u ovom slucaju.

gubitak segmenta nakon 22. povratnog puta otkriven na osnovu tajm-auta, te je prozor zagusenje jednak | .

pocetna vrednost praga Threshold tokom prve povratne putanje je 32. koji se moze definisati sa tackom A tj. njenim
koordinatama. Mozeemo napisati A(6, 32), data tacka, definiSe kraj faze sporog pocetka odnosno eksponencijalnog
rasta brzine slanja i pocetak faze linearnog rasta tj. perioda izbegavanja zagusenja.
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IP Addressing: introduction

189 225 1.1.1
S

<

< |P address: 32-bit
identifier for host, router
interface

jcy

: 223.1.5 1—
@) 223.1.1.2

. . — 223114 223129
<« Interface: connection % |
between host/router and 223.1.2.2.

phy5|cal link 2231.1.3 223.1.3.27

router’s typically have
multiple interfaces

" host typically has one 223.1.3.1
interface -

= |P addresses associated
with each interface

223.1.3.2

223.1.1.1 = 11011111 00000001 00000001 IOIOOOOOO’I .

223 1 1 1
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Subnets

« |P address:
= subnet part (high order
bits)
= host part (low order bits)
« What’s a subnet ?

= device interfaces with
same subnet part of IP
address / subnet

= can physically reach each
other without intervening
router

T8 225 .1.1.1

= i
: 223.1.211 —=

3.1.1.2

223114 223.1.2:9 ‘
X |
223.1.2.2

223.1.1.3 223.1.3.27

¢

223.1.3.2

network consisting of 3 subnets
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SU bn ets | 223.1.1.0/24 22312 0/24

Recipe

+ To determine the subnets,
detach each interface
from its host or router,
creating islands of isolated
networks. Each isolated
network is called a
subnet.

=

223.1.3.0/24

Subnet mask: /24
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Subnets

How many!?

223.1.1.2

223.1.1.1 223.1.1.4

223.1.1.3

223.1.9.2

223.1.9.1 223.1.7.1

223.1.8.1 223.1.8.0

| |
223.1.2.6 223.‘1.3.27
—1223.1.2.2  223.1.3(1 :
D 1
< = "
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IP addressing: CIDR

CIDR: Classless InterDomain Routing

= subnet portion of address of arbitrary length

= address format: a.b.c.d/x, where x is # bits in subnet
portion of address

subnet < host___,

part part
11001000 00010111 00010000 00000000

200.23.16.0/23
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Graph abstraction

Graph: G = (N,E) 1
N =setofrouters={u,v,w, x,y, z}

E = set of links ={ (u,v), (u,x), (v,x), (v,w), (X,w), (X,¥), (W,y), (\

Remark: Graph abstraction is useful in other network contexts

Example: P2P, where N is set of peers and E is set of TCP connections
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Graph abstraction: costs

* c(x,x) = cost of link (x,x’)

-e.g.,cw,z)=5

» cost could always be 1, or
inversely related to bandwid
or inversely related to

Cost of path (x4, X5, X3,..., X;) = af®nPSstiaixy,xz) + ... + c(X,.

Question: What’s the least-cost path betweerl uandz?

Routing algorithm: algorithm that finds least-cost path
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Routing Algorithm classification

Global or decentralized
information?
Global:

all routers have complete
topology, link cost info

“link state” algorithms
Decentralized:

router knows physically-
connected neighbors, link costs
to neighbors

iterative process of
computation, exchange of info
with neighbors

“distance vector” algorithms

Static or dynamic!

Static:
% routes change slowly over
time
Dynamic:
% routes change more
quickly
" periodic update

" in response to link
cost changes
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A Link-State Routing Algorithm

Dijkstra’s algorithm

\/
0‘0

D)

net topology, link costs known
to all nodes

= accomplished via “link state
broadcast”

= 3|l nodes have same info

computes least cost paths from
one node (‘source”) to all
other nodes

= gives forwarding table for
that node

iterative: after k iterations,
know least cost path to k
dest.’s

Notation:

\/
0.0

C(X,Y): link cost from node x
toy; = « if not direct
neighbors

D(V): current value of cost of
path from source to dest. v

P(V): predecessor node along
path from source to v

N': set of nodes whose least
cost path definitively known
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Dijkstra’s algorithm: example

Step N'_ D(v),p(v) D(w),p(w) D(x),p(x) D(y),p(y) D(z),p(z)
1 T
% A
451 by
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Dijkstra’s algorithm: example (2)

Resulting shortest-path tree from u:

Sw2

e

Resulting forwarding table in u:

destination link
v | (uv)
X | (u,x)
Y | (u,x)
w | (u,x)
Z | (u,x)
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Bellman-Ford example

Clearly, d,(z) = 5, d.(z) = 3,d,(z) =3

B-F equation says:

dy(z) = min { c(u,v) + d,(2),
c(u,x) + d,(z),
c(u,w) +d,(2) }
=min {2 + 5,
1+ 3,
5+3} =4

Node that achieves minimum is next
hop in shortest path =* forwarding table
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Distance Vector Algorithm

4

L)

L)

- D, (y) = estimate of least cost from x to y

Node x knows cost to each neighbor v: c(x,v)
Node x maintains distance vector D, = [D_(y): y
e N ]

Node x also maintains its neighbors’ distance

vectors

* For each neighbor v, x maintains
D, =[D,(y):yeN]

o

L)

X4

L)

o

L)

L)
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Distance vector algorithm (4)

Basic idea:
<+ From time-to-time, each node sends its own distance
vector estimate to neighbors

% Asynchronous

+ WVhen a node x receives new DV estimate from neighbor,
it updates its own DV using B-F equation:

D.(y) < min {c(x,v) + D (y)} for each nodey € N

O Under minor, natural conditions, the estimate D, (y)
converge to the actual least cost d,(y)
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Distance Vector Algorithm (5)

Iterative, asynchronous: each Each node:
local iteration caused by:
local link cost change ]
DV update message from wait for (change in local link
neighbor cost or msg from neighbor)
Distributed:
each node notifies neighbors l

only when its DV changes recompute estimates
= neighbors then notify their P

neighbors if necessary l

if DV to any dest has
changed, notify neighbors
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D,(y) = min{c(x,y) + Dy(y), c(x,z) + D3

=min{2+0, 7+1} =2
node x table

cost to

%z min{c(x,y) +
(2), c(x,z) + D
= min{2+1, 7+0} = ¢

XV z cost to
) XV Z
/ J
gx@ cE)X 02 3
£ £ 2 0 1
310
node vy t
y%%ﬁto cost to
XYy Z 5%1
c X X 0 2 3 &x
Sy Yy 20 1 !
q Z4 b Z 31 0
no ezt%oset to cost to
X VY Z Xy Z
C X| o gX 02 3
Sylww o/ &Y 20 1
Z Z 31‘ 0

=

e
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Zadaci
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10. Zamislite ruter koji povezuje tri podmreze: Podmrezu |, Podmrezu 2 i Podmrezu 3.

Pretpostavite da svi interfejsi u tim podmrezama moraju da imaju prefiks 223.1.17/24.
Takode pretpostavite da Podmreza | mora da podrzi najviSe 125 interfejsa a Podmreze
2 i 3 treba da podrze najvise po 60 interfejsa. Odredite tri mrezne adrese (oblika
a.b.c/x) koiji ¢e zadovoljiti date zahteve.
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Resenje:

Mrezni prefiks (deo adrese koji definiSe mrezu) definisan je sa 24 bita. Dok je, sufiks deo, koji definiSe host sisteme,
odreden sa 8 bita. Medutim, potrebna vrednost broja host interfejsa je 125 odnosno 128=27, te sledi 8-1=7. Drugim
rec¢ima od 8 bita host dela, jedan bit je “neiskorisecen” te moze “preéi” u mrezni deo: 24+1=25. Mozemo napisati
slededi izraz za Podmerzu - |: 223.1.17.0/25;

Mrezni prefiks (deo adrese koji definiSe mrezu) definisan je sa 24 bita. Dok je, sufiks deo, koji definiSe host sisteme,
odreden sa 8 bita. Medutim, potrebna vrednost broja host interfejsa je 60 odnosno 64=2°, te sledi 8-2=6. Drugim
recima od 8 bita host dela, dva bita su “neiskoriSecena” te mogu “preci” u mrezni deo: 24+2=26. Mozemo napisati
slededi izraz za Podmerzu - 2: 223.1.128/26 (0+128=128);

Mrezni prefiks (deo adrese koji definiSe mrezu) definisan je sa 24 bita. Dok je, sufiks deo, koji definiSe host sisteme,
odreden sa 8 bita. Medutim, potrebna vrednost broja host interfejsa je 60 odnosno 64=2°, te sledi 8-2=6. Drugim
recima od 8 bita host dela, dva bita su “neiskoriSecena” te mogu “preci” u mrezni deo: 24+2=26. Mozemo napisati
slededi izraz za Podmerzu - 3: 223.1.192/26 (128+64=192).
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| 1. Razmotrite mrezu prikazanu na datoj slici. Pomocu Dijkstrinog algoritma.
" |zracunajte najkracu putanju od s do svih ostalih mreznih ¢vorova.
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Resenje:

N D(s), |D(t), |D(u), |D(v), |D(w), |D(y), | D(z),
p(s) p(t) p (u) p (V) p (w) p(y) |p(z)
inf inf inf 3,x 1,x 6,x inf

W Inf inf 4,w 2, W 6, X inf

WV Inf 11,v 3,v 3,v inf

wvu 7,u 5,u 3,v inf

wvuy 7,4 5,u 17,y

wvuyt 6,t 7,t

Wvuyts 7,t
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|2. Razmotrite slede¢u mrezu. Koristite algoritam rastojanja. Popunite stavke u tabeli
rastojanja.
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Resenje:

Cena
u v X y
From 0 5 8 9
4 5 2 3
13 14 11 10
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Slotted ALOHA

Assumptions:

< all frames same size

+ time divided into equal size
slots (time to transmit |
frame)

< nodes start to transmit
only slot beginning

+ nodes are synchronized

< if 2 or more nodes transmit
in slot, all nodes detect
collision

Operation:

< when node obtains fresh
frame, transmits in next slot

" jf no collision: node can send
new frame in next slot

= f collision: node retransmits
frame in each subsequent
slot with prob. p until
success
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Slotted ALOHA

node 1 1 1 1 1
node2 | 2 2 2
node 3 - - -
ICIEICISIEICIEISISI'3'°f3
Pros Cons
+ single active node can + collisions, wasting slots

continuously transmit at
full rate of channel

% highly decentralized: only
slots in nodes need to be
in sync

% simple

< idle slots

+ nodes may be able to
detect collision in less
than time to transmit
packet

D)

» clock synchronization
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Slotted Aloha efficiency

Efficiency : long-run
fraction of successful slots
(many nodes, all with many
frames to send)

% suppose: N nodes with
many frames to send, each
transmits in slot with
probability p

<+ prob that given node has
success in a slot = p(1-p)N-!

% prob that any node has a
success = Np(I-p)N-!

+ max efficiency: find p* that
maximizes
Np(1-p)N-!

<+ for many nodes, take limit
of Np*(1-p*)N-1as N goes
to infinity, gives:

Max efficiency = |/e = .37

At best: channel
used for useful
transmissions 37%
of time!
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Pure (unslotted) ALOHA

+ unslotted Aloha: simpler, no synchronization

+ when frame first arrives
" transmit immediately

< collision probability increases:
= frame sent at t, collides with other frames sent in [ty-1,t,+ 1]

will overlap will overlap

i with start of with end of |
ie— i’'s frame —>i¢—i’s frame —»

node | frame

tO-l to to+1
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Summary of MAC protocols

% channel partitioning, by time, frequency or code
= Time Division, Frequency Division
% random access (dynamic),

= ALOHA, S-ALOHA, CSMA, CSMA/CD

= carrier sensing: easy in some technologies (wire), hard in others
(wireless)

= CSMA/CD used in Ethernet
= CSMA/CA used in 802.1 |

% taking turns

= polling from central site, token passing
= Bluetooth, FDDI, IBM Token Ring
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MAC Addresses and ARP

+ 32-bit IP address:

" network-layer address
" used to get datagram to destination IP subnet

% MAC (or LAN or physical or Ethernet)
address:

= function: get frame from one interface to another physically-
connected interface (same network)

= 48 bit MAC address (for most LANs)
* burned in NIC ROM, also sometimes software settable
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LAN Addresses and ARP

Each adapter on LAN has unique LAN address

< 1A-2F-BB-76-09-AD Broadcast address =
FF-FF-FF-FF-FF-FF

1) LAN :
= (wired or L;T;D M= adapter
71-65-F7-2B-08-53 wireless)

58-23-D7-FA-20-B0

“— 0C-C4-11-6F-E3-98
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LAN Address (more)

% MAC address allocation administered by |IEEE

<+ manufacturer buys portion of MAC address space (to
assure uniqueness)

<+ analogy:
(a) MAC address: like Social Security Number
(b) IP address: like postal address

+» MAC flat address =¥ portability

= can move LAN card from one LAN to another

IP hierarchical address NOT portable

= address depends on IP subnet to which node is attached

*

L)

0’0
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ARP: Address Resolution Protocol

« FEach IP node (host, router)
on LAN has ARP table

« ARP table: IP/MAC address
mappings for some LAN

Question: how to determine
MAC address of B
knowing B’s IP address?

nodes
137.196.7.78
< |P address; MAC address; TTL>
1A-2F-BB-76-09-AD = TTL (Time To Live): time
after which address mappin
137.196.7.23 137 196.7 14 PPINg

will be forgotten (typically 20

| i
AN B ™

58-23-D7-FA-20-B0

71-65-F7-2B-08-53

“— 0C-C4-11-6F-E3-98
137.196.7.88 —
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ARP protocol: Same LAN (network)

- A wants to send datagram to B,
and B's MAC address notin A’s . A caches (saves) IP-to-MAC

ARP table. address pair in its ARP table
- A broadcasts ARP query until information becomes old
packet, containing B's IP (times out)
address = soft state: information that
* dest MAC address = FF-FF- times out (goes away)
FF-FF-FF-FF unless refreshed
= all machines on LAN + ARP is “plug-and-play”:
receive ARP query

= nodes create their ARP
tables without intervention
from net administrator

- B receives ARP packet, replies
to A with its (B's) MAC
address

= frame sent to A’s MAC
address (unicast)
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Zadaci
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13. U odeljku 5.3 definisali smo ALOHE protokol sa odseCcima.

= Ako je N aktivnih ¢vorova, efikasnost ALOHE sa odseCcima je dat izrazom

Np(1-p)N-1. pronadite vrednost p koja daje maksimalnu vrednost datog
izraza.

= Koristeci vrednost p pronadenu u delu pod a., pronadite efikasnost ALOHE
sa odsecCcima ako N tezi beskonacnosti. ((1-1/N) tezi ka 1/e kada N tezi
beskonacnosti.)
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Resenje:

a)Mozemo napisati sledec¢i brojevni izraz odnosno funkciju. Nacéi prvi izvod date

funkcije.
E(p)=Np(1-p)"™" ()
E'(p)=N1-p)""' —=Np(N-D(A-p)*™

=N(1-p)" [0~ p)— p(N 1)

1
E’(p)=0:>(1—p)—p(N—1)=0:>pmax:N

b)Zamenjujuci vrednost promenljive p sa pmax U funkciji(1) mozemo napisati:

O L=y
E(pmax):Nﬁ(l—ﬁ)N_l :(I_N)N_l :P—ljzlng}ol_—l na osnovu datog
N N

izraza slede sledece jednakosti:

1 1 1
lim(1-—) =1 lim(1—-—)" =—
N—)oo( N) N—)oo( N) e

Na kraju dobijamo resenje:

N—> e
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14. Pokazite da je efikasnost Ciste ALOHE jednaka 1/(2e).
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Resenje:

E(p) = Np(1— p)**™ (1)

Izvod date funkcije po promenljivoj p.

E'(p)=NA-p)* ™ —Np2(N -1 - p)*M?
(p)=N(-p) j22 A -p)

=N(1-p)*"[(1~p)— p2(N -1)]
1

E(p)=0=0-p)—p2(N-1D)=0=> pmx = ———
(p) d-p)—p ) p N1

Zamenjujuci vrednost promenljive p sa p max U datoj funkciji (1), moZemo napisati:

N 1 2(N-1)
E max ) = 1—

(pmws) 2N—1( 2N—1)
Na kraju dobijamo brojevni izraz koji definiSe rezultat:

11 1
im E(pmx) =—-—=—
Lim E(p wx) >
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15. Razmotrite tri LAN-a medusobno povezana pomocu dva rutera.

= Dodelite IP adresu svim interfejsima. Za LAN-1 Kkoristite adrese u obliku
111.111.111.xxx; za LAN- 2 koristite adrese u obliku 122.222.222 .xxx;

= Dodelite MAC adrese svim adapterima.
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Resenje:

111.111.111.001
00-00-00-00-00-00 122.222.222.001
44-44-44-44-44-44

111.111.111.002 122.222.222.002
22-22-22-22-22-22 33-33-33-33-33-33

RUTER

111.111.111.003
11-11-11-11-11-11
B

122.222.222.003

RUTER

88-88-88-88-88-88
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