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Introduction: Chapters 1 and 2 

• First Data Networks:  

– France in the late 1700s (Holzmann and Pehrson, 

“The First Data Networks”, Scientific American, 

January 1994, pp. 124-129) 



Network Applications 

– Email 

– Web 

– Business 

– video conferencing 

– file sharing 

– Gaming 

– streaming (Internet radio/videos) 

– TV 

– Phones 

– Just about everything!! 

 



How do users communicate with a 

Computer? 

• Text-based. 

– Typing 

– Mouse use 

– Card scanners 

• Probably still the most common. 

• All require some physical actions. 



Voice communication 

– Well documented 

– Voice recognition software:  

• Can enter data through voice commands 

– Becoming much more common. 



Can a computer read your mind? 

• [http://www.joystiq.com/2006/03/10/mind-

controlled-pong-featured-at-cebit/] 

• [http://www.cbsnews.com/video/watch/?id=47

07958n]  

• [http://science.discovery.com/videos/kapow-

superhero-science-mind-over-matter.html] 
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Basic Principle 

• EEG (electroencephalogram) 

• Measure and store electrical activity of the 

brain. 

• Computer simply learns what patterns 

correspond to what thoughts (on a very 

primitive level, of course) 



Can a computer network do something 
about the weather? 

• http://www.nssl.noaa.gov/primer/tornado/tor_predicting.html 

• http://ascelibrary.org/proceedings/resource/2/ascecp/204/40479/129_1?

isAuthorized=no 
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http://www.eastlundscience.com/TSPS.html


• Telepresence  

– [http://whatis.techtarget.com/definition/0,,sid9_gci11505

56,00.html] 

– [https://www.cisco.com/en/US/netsol/ns669/networking_

solutions_solution_segment_home.html], 

http://www.cisco.com/application/pdf/en/us/guest/products/ps7073/c1031/cdccont_0900aecd8054c9c0.pdf
http://whatis.techtarget.com/definition/0,,sid9_gci1150556,00.html
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• Physical communications: (Quantum 

Teleportation) 

• [http://www.research.ibm.com/quantuminfo/tele

portation/]  

• [http://news.nationalgeographic.com/news/2004

/08/0818_040818_teleportation.html] 

http://www.research.ibm.com/quantuminfo/teleportation/
http://www.research.ibm.com/quantuminfo/teleportation/
http://www.research.ibm.com/quantuminfo/teleportation/
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Decoding the jargon 

• Technical Specification: (for example) D-Link 

router. 

• What do all those acronyms mean? 

 

http://reviews.cnet.com/routers/d-link-di-624/4507-3319_7-20817312.html


Standards and organizations: 

• What is a standard?  

• agreed upon way of doing something. 



American National Standards Institute (ANSI) 

 

– [http://www.ansi.org/membership/overview/overvi

ew.aspx?menuid=2] 

– [http://www.ansi.org/standards_activities/overvie

w/overview.aspx?menuid=3].  

– ASCII American Standard Code for Information 

Interchange. 

– Standards Store. 

http://www.ansi.org/membership/overview/overview.aspx?menuid=2
http://www.ansi.org/membership/overview/overview.aspx?menuid=2
http://www.ansi.org/standards_activities/overview/overview.aspx?menuid=3
http://www.ansi.org/standards_activities/overview/overview.aspx?menuid=3
http://www.ansi.org/standards_activities/overview/overview.aspx?menuid=3
http://www.asciitable.com/
http://www.asciitable.com/
http://webstore.ansi.org/


International Electrotechnical Commission (IEC) 

• nongovernmental agency devising standards for data 

processing and interconnections and safety in office 

equipment [http://www.iec.ch/]: 

• Was involved in the development of the Joint 

Photographic Experts Group (JPEG) 
[http://www.jpeg.org/] 

http://www.iec.ch/
http://www.iec.ch/
http://www.iec.ch/
http://www.jpeg.com/
http://www.jpeg.org/
http://www.jpeg.com/]
http://webstore.iec.ch/webstore/webstore.nsf/artnum/038245


International Telecommunications Union (ITU) 

• formerly called Comité Consultatif International de 

Télégraphique et Téléphonique (CCITT): agency of 

the United Nation.  

• V series (modems) and X series (data networks)  

• email, directory services, security certificates, packet 

switched interfaces. 

• [http://www.itu.int/ITU-/publications/recs.html] 

http://www.itu.int/ITU-T/publications/recs.html
http://www.itu.int/ITU-T/publications/recs.html
http://www.itu.int/ITU-T/publications/recs.html
http://www.itu.int/ITU-T/publications/recs.html


Electronic Industries Alliance (EIA): 

• electronics firms and manufacturers of 

telecommunications equipment.  

• RS-232 (also called EIA-232)  

• Once a common way to connect devices to a 

computer. 

 

http://www.itu.int/ITU-T/publications/recs.html




Telecommunications Industry Association (TIA): 

• providers of communications and information technology 

products and services for the global marketplace.  

• optical cable, wires, and connectors used in local area 

networks 



Internet Engineering Task Force (IETF): 

• international community whose members include 

network designers, vendors, and researchers.  

• Internet standards  

• RFCs 

 

http://www.ietf.org/
http://www.webopedia.com/TERM/R/RFC.htm


Institute of Electrical and Electronic Engineers 

(IEEE): 

• consists of computing and engineering professional.  

• Project 802 LAN standards. 

http://www.ieee.org/
http://standards.ieee.org/getieee802/portfolio.html


International Organization for Standardization 

(ISO): 

• worldwide organization consisting of standards 

bodies from many countries, such as ANSI from the 

United State.  

• Open Systems Interconnect (OSI), a seven-layer 

organization of communication protocols. 

• Designed to allow any two computers to 

communicate regardless of differences as long as 

there is an communications infrastructure. 

• Predates the Internet. 

http://www.iso.org/
http://www.iso.org/
http://www.iso.org/


National Institute of Standards and Technology 

(NIST) (formerly NBS): 

• Agency of the United States Department of 

Commerce.  

• length, temperature, radioactivity, and radio 

frequencies,  

• Data Encryption Standard (DES).  

• Also AES (Advanced Encryption Standard). 

http://www.nist.gov/
http://www.nist.gov/
http://csrc.nist.gov/archive/aes/index.html


Some terms: 
(Fig 1.2 on page 6) 



Figure 1.6  A star topology connecting four 

stations 



Figure 1.7  A bus topology connecting  

three stations 

 

 



Figure 1.8  A ring topology connecting six 

stations 

 



Figure 1.9  A hybrid topology: a star backbone 

with three bus networks 

 



More in the book 

 



Layering protocols 



Fig 2.3: 7 layer OSI (Open Systems 
Interconnect) model. ISO standard. 



Figure 2.4  An exchange using the OSI model 



Physical Layer: 

• Transmit bits via electrical, optical, or 

electromagnetic signals 

• electrical, optical, and transmission 

characteristics.  

• Digital & analog signals, characteristics, 

wavelengths, voltage levels, bit rates, etc 

• Need a degree in physics and/or mathematics to 

understand all of this stuff 



Data Link Layer: 

• Transmit a frame 

– unit of layer 2 information) from one device to the next 

(usually within a local area network or LAN) 

• Contention 

– how the devices access the media (tokens, CSMA-Carrier 

Sense Multiple Access) 

• error detection 

• flow control 

– controls how much information is sent at a time 



Network Layer: 

• Delivery of packets 

– units of layer 3 information across a wide area network 

(Internet) 

• routing 

• network operations,  

• IP (Internet Protocol) of TCP/IP. 



Packet switched network 

• General term to describe operation of most 

networks. 

• Divide data into one or more packets  

• Send each packet to its intended destination 

• Each packet may routed separately 

 





• It s͛ possiďle to set up a ƌoute iŶ adǀaŶĐe aŶd 
have each packet follow the same route. 

That s͛ a virtual circuit or virtual route and is a 

different protocol. 

• Often used in streaming applications where 

it s͛ iŵpoƌtaŶt that paĐkets aƌƌiǀe iŶ oƌdeƌ aŶd 
at a predictable rate. 



Transport Layer: 

• lowest end-to-end layer 

• Does not care what goes on in between 

• Opening and closing connections 

• Flow control 

• Reassembly of IP packets 

• Error control 

• TCP-Transport Control Protocol (for example) of 

TCP/IP. 

• Exchanges segments (units of layer 4 information) 



Fig 2.16 TCP/IP and OSI Model 



Addressing 

• Physical address – also MAC (Media Access 

Control) address 

• Each network card has a unique one 

• 48 bits – used in layer 2 (LAN layer) 

• Go to command prompt and enter the 

command ipconfig /all 



• Logical address – also IP address 

• Again ipconfig /all 

• 32-bit value (IPv4) 

• May also show a 128-bit value (IPv6) 

• Needed for IP routing (layer 3) 



• Port address 

• Machine address not enough-there may be 

multiple apps 

• Port number (16-bit number) defines the app. 

• Well known port numbers 

 

http://www.webopedia.com/quick_ref/portnumbers.asp


Review (book resource) 

• http://highered.mcgraw-
hill.com/sites/0072967757/student_view0/chapter1/flashcar
ds.html 

• http://highered.mcgraw-
hill.com/sites/0072967757/student_view0/chapter1/multiple
_choice_quiz.html 

• http://highered.mcgraw-
hill.com/sites/0072967757/student_view0/chapter2/flashcar
ds.html 

• http://highered.mcgraw-
hill.com/sites/0072967757/student_view0/chapter2/multiple
_choice_quiz.html 
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Zadaci-1: 

 



1. Definišite OSI model.  

2. Upoƌedite OSI ŵodel sa ostaliŵ ŵodeliŵa. DefiŶišite ƌazlike i sličŶosti. 



 



SIGNALI 

RAČUNARSKE MREŽE I WEB 
PROGRAMIRANJE 

IV- GODINA 

prof. dr Zlatko Langović 
William A. Shay 



• Transmission Media (Chapter 7) 

• Many of the figures are from the textbook. 



• Most of the diagrams in this powerpoint 

presentation (and future ones as well) come 

from the powerpoint file available via the 

ďook s͛ ǁeď site. TheǇ ƌefleĐt diagƌaŵs 
contained in the textbook. 



Twisted pair 

Figure 7.3  Twisted-pair cable 



Figure 7.4  UTP and STP cables 



• twisted to avoid crosstalk 
[http://en.wikipedia.org/wiki/Inductance] 

• [http://en.wikipedia.org/wiki/Crosstalk] 

• [http://en.wikipedia.org/wiki/Twisted_pair] 

 

 

http://en.wikipedia.org/wiki/Inductance
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• CAT 1 through CAT 6 

• [http://en.wikipedia.org/wiki/Category_5_cable] 

• [http://www.duxcw.com/digest/Howto/network/cable/

cable2.htm] 
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• Coax cable: 

[http://en.wikipedia.org/wiki/Coaxial_cable] 

http://en.wikipedia.org/wiki/Coaxial_cable
http://en.wikipedia.org/wiki/Coaxial_cable


Optical fiber: 

• Light 

• Refraction and reflection 



• Optical signals are not electrical in nature and 

not subject to same interference as are electrical 

signals 

• less attenuation 

• [http://www.arcelect.com/fibercable.htm] 

 

http://www.arcelect.com/fibercable.htm
http://www.arcelect.com/fibercable.htm


• LED/laser, multimode, graded index multimode, 

single mode 

• modal dispersion (spreading of light in multimode 

fibers) 

• infrared range of E/M waves.  

• Dark Fiber: Optical fiber that’s in place but currently 
not being used 

 

http://media.corning.com/flash/opticalfiber/2008/fiber101/fiber101.html
http://media.corning.com/flash/opticalfiber/2008/fiber101/fiber101.html
http://www.corning.com/opticalfiber/discovery_center/fiber101/multi_vs_single.aspx]


• [http://electronics.howstuffworks.com/fiber-

optic5.htm] 

• [http://electronics.howstuffworks.com/fiber-

optic2.htm] 

http://www.corning.com/opticalfiber/inside_optical_fiber/index.aspx
http://electronics.howstuffworks.com/fiber-optic5.htm
http://electronics.howstuffworks.com/fiber-optic5.htm
http://electronics.howstuffworks.com/fiber-optic5.htm
http://electronics.howstuffworks.com/fiber-optic5.htm
http://electronics.howstuffworks.com/fiber-optic5.htm
http://electronics.howstuffworks.com/fiber-optic2.htm
http://electronics.howstuffworks.com/fiber-optic2.htm
http://electronics.howstuffworks.com/fiber-optic2.htm


Wireless: 

• Electromagnetic spectrum 
[http://www.lbl.gov/MicroWorlds/ALSTool/EM

Spec/EMSpec2.html]  

• [http://www.purchon.com/physics/electromag

netic.htm] 

 

http://www.lbl.gov/MicroWorlds/ALSTool/EMSpec/EMSpec2.html
http://www.lbl.gov/MicroWorlds/ALSTool/EMSpec/EMSpec2.html
http://64.233.167.104/search?q=cache:H-CDHXj59e4J:www.oldradio.com/archives/jurassic/ELF.doc+"project+elf"+antenna+size&hl=en]
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http://64.233.167.104/search?q=cache:H-CDHXj59e4J:www.oldradio.com/archives/jurassic/ELF.doc+"project+elf"+antenna+size&hl=en]
http://www.purchon.com/physics/electromagnetic.htm
http://www.purchon.com/physics/electromagnetic.htm
http://64.233.167.104/search?q=cache:H-CDHXj59e4J:www.oldradio.com/archives/jurassic/ELF.doc+"project+elf"+antenna+size&hl=en]
http://64.233.167.104/search?q=cache:H-CDHXj59e4J:www.oldradio.com/archives/jurassic/ELF.doc+"project+elf"+antenna+size&hl=en]
http://64.233.167.104/search?q=cache:H-CDHXj59e4J:www.oldradio.com/archives/jurassic/ELF.doc+"project+elf"+antenna+size&hl=en]


Figure 7.18  Propagation methods 



Table 7.4  Bands 



Radio waves 

• Generally between 3 KHz and 1 GHz 

• Regulated by the FCC 

• Low data rates and not particularly suited for digital 

communications 

• Length of antenna proportional to the wavelength 

(inversely proportional to the frequency) 



Project ELF 

• [http://www.fas.org/nuke/guide/usa/c3i/elf.ht

m] 

• [http://enterprise.spawar.navy.mil/UploadedFil

es/fs_clam_lake_elf2003.pdf] 

• [http://en.wikipedia.org/wiki/Extremely_low_f

requency] 

• No longer active 

[http://www.senate.gov/~feingold/statements/03

/01/2003310D02.html]. 

 

http://www.fas.org/nuke/guide/usa/c3i/elf.htm
http://www.fas.org/nuke/guide/usa/c3i/elf.htm
http://enterprise.spawar.navy.mil/UploadedFiles/fs_clam_lake_elf2003.pdf
http://enterprise.spawar.navy.mil/UploadedFiles/fs_clam_lake_elf2003.pdf
http://en.wikipedia.org/wiki/Extremely_low_frequency
http://en.wikipedia.org/wiki/Extremely_low_frequency
http://www.nukewatch.com/projectelf/silencet.html
http://www.senate.gov/~feingold/statements/03/01/2003310D02.html
http://www.senate.gov/~feingold/statements/03/01/2003310D02.html
http://www.senate.gov/~feingold/statements/03/01/2003310D02.html].
http://www.senate.gov/~feingold/statements/03/01/2003310D02.html].


Danish King Harald Blatand: 

• (Danish: Harald Blåtand, Old Norse: Haraldr blátönn, 
Norwegian: Harald Blåtann) 

• born around 935, the son of King Gorm the Old, king of 
Jutland (that is, peninsular Denmark) and of Thyra (also 
known as Thyre Danebod) a supposed daughter of Harald 
Klak, Jarl of Jutland, or daughter of a noblemen of 
Sønderjylland who is supposed to have been kindly disposed 
towards Christianity.  

• He died in 986 having ruled as King of Denmark from 
around 958 and king of Norway for a few years probably 
around 970.  

• Some sources state that he was forcefully deposed by his son 
Sweyn as king [Wikipedia] 

http://en.wikipedia.org/wiki/Old_Norse_language
http://en.wikipedia.org/wiki/Thyra
http://en.wikipedia.org/wiki/Thyra
http://en.wikipedia.org/wiki/Harald_Klak
http://en.wikipedia.org/wiki/Harald_Klak
http://en.wikipedia.org/wiki/Harald_Klak


• You might know Blåtand by its other name 

– Bluetooth 

• [http://en.wiktionary.org/wiki/Bl%C3%A5tand] 

• [http://www.bluetooth.com] 

• http://www.bluetooth.com/Pages/Fast-Facts.aspx 

 

 

http://en.wiktionary.org/wiki/Bl%C3%A5tand
http://en.wikipedia.org/wiki/Harald_I_of_Denmark
http://www.bluetooth.com/
http://www.bluetooth.com/Bluetooth/Technology/]
http://www.bluetooth.com/Bluetooth/Technology/]
http://www.bluetooth.com/Bluetooth/Technology/]
http://www.bluetooth.com/Bluetooth/Technology/]
http://www.bluetooth.com/Bluetooth/Technology/]
http://www.bluetooth.com/Bluetooth/Technology/]
http://www.bluetooth.com/Bluetooth/Technology/]
http://www.bluetooth.com/Bluetooth/Technology/]


• Wireless LANs:  

• infrared vs radio waves  

• covered later 

http://www.purchon.com/physics/electromagnetic.htm


Free space Optics: 

• [http://www.freespaceoptics.org/]  

• optical technology without the fiber 

• transmits using narrowly focused laser beams (1012 

Hz range, which is unregulated by law) 

• line of sight 

• buildings sway and can lose tracking (although can 

use auto tracking receivers) 

• after about 1-2 km signal becomes less focused 

• fog can disrupt 

• public perception of birds flying into the path of a 

laser, getting fried, and falling to the ground. 

http://www.freespaceoptics.org/
http://www.freespaceoptics.org/


• Microwaves: parabolic and horn antenna, 

requires line-of-sight.  

http://www.drgibson.com/towers/


Satellites: 

• Arthur C. Clarke wrote about them in 1940 

• Sputnik 

• Interestingly part of the sputnik crashed in 
Manitowoc  

• [http://www.manitowoc.org/index.aspx?NID=1026] 

• [http://www.roadsideamerica.com/sights/sightstory.ph
p?tip_AttrId=%3D12959] 

http://history.nasa.gov/sputnik/
http://www.manitowoc.org/index.aspx?NID=1026
http://www.manitowoc.org/vcb/trivia.html
http://www.manitowoc.org/vcb/trivia.html
http://www.manitowoc.org/vcb/trivia.html
http://www.roadsideamerica.com/sights/sightstory.php?tip_AttrId==12959
http://www.roadsideamerica.com/sights/sightstory.php?tip_AttrId==12959
http://www.roadsideamerica.com/sights/sightstory.php?tip_AttrId==12959


Planetary Orbits: 

• too slow and object falls to earth; too fast and it 
speeds into space 

• Keplers laws of planetary motion defines the speed as 
a function of, in part, the distance from the planet 

• Geosynchronous (22,300 miles) orbital speed 
matches earth’s rotation. 

• By comparison, the space shuttle may orbit between 
200 and 400 miles. 

• TV satellite technology uses geosynchronous orbits 

 

http://imagine.gsfc.nasa.gov/docs/ask_astro/answers/971115b.html


LEO (Low Earth orbit) Satellites 

• Satellites move relative to ground position 

• Useful for surveillance 

 

 



LEO systems 

• Iridium 

• Orbcomm 

• GlobalStar 

• Other references 

http://www.iridium.com/about/about.php
http://www.orbcomm.com/
http://www.globalstarusa.com/en/content.php?cid=601
http://www.ee.surrey.ac.uk/Personal/L.Wood/constellations/teledesic.html
http://www.roadsideamerica.com/sights/sightstory.php?tip_AttrId==12959


• GPS Systems 

• Applications to Einstein’s theory of relativity 

http://www.howstuffworks.com/gps.htm
http://www.astronomy.ohio-state.edu/~pogge/Ast162/Unit5/gps.html
http://www.howstuffworks.com/gps.htm


• Cell phones, grids 

http://electronics.howstuffworks.com/cell-phone.htm
http://electronics.howstuffworks.com/cell-phone.htm


Digital and Analog signals (Chapter 3 and 4) 

• Digital signal vs analog signal 

• Sound and images are naturally analog 

• Computer data is digital 

 



• periodic signal: repeating signal 

• Cycle: part that repeats 

• Period (p): length of a cycle 

• Frequency (f): 1/period (1 Hertz (Hz) = 1 cycle per 

second (cps) ) 

• f = 1/p and p = 1/f 

• KHz = 103 Hz; MHz = 106 Hz; GHz = 109 Hz 

• Bandwidth: (frequency range) 

• bit rate: # bits per second (bps or Kbps or Mpbs or 

Gbps) 

 



Periodic Analog signals (Chapter 3) 

• An analog signal is defined by its frequency, 

amplitude, and phase.  



Figure 3.3  Two signals with the same phase and 

frequency, but different amplitudes 



Figure 3.4  Two signals with the same amplitude and 

phase, but different frequencies 



Figure 3.5  Three sine waves with the same 

amplitude and frequency, but different phases 



 



• Maple worksheet has some examples 



Figure 3.7  The time-domain and frequency-

domain plots of a sine wave 

 



• Fourier results: a composite signal is a combination 

of simple sine and cosine wave with different 

frequencies and amplitudes. 

• Applications to equalizers, filters, CATV.  

• Ref: Maple worksheet  

• [http://www.falstad.com/fourier/] 

• Skip sections 3.3 and 3.4 

 

http://www.falstad.com/fourier
http://www.falstad.com/fourier/]
http://www.falstad.com/fourier/]
http://www.falstad.com/fourier/]


Bit rate limits: section 3.5 

 



• An analog signal with a fixed amplitude, frequency, and 

phase can represent a number of bits. 

• Changing the characteristics at regular intervals can be 

used to transmit a bit stream 

• bit rate: number of bits per second 

• baud rate: frequency with which a signal’s characteristics 
change 

• Higher frequency signals can have a higher baud rate. 

 



• Let n = #bits per baud and L =  #different 

signals 

• L=2n    Equivalently, n=log2(L) 

• eg. L=8 amplitudes => n=3 bits per baud 

(since 23 = 8) 

• Bit rate = baud rate‧n = baud rate‧log2(L) 

 



Nyquist result: 

• bit rate = 2‧F‧n = 2‧F‧log2(L)  where F is the 

bandwidth (highest frequency minus lowest 

frequency) of the signal. 

• This implies no theoretical limit on bit rates. 

 



• Does not consider 

– Noise that affeĐts a sigŶal s͛ ĐhaƌaĐteƌistiĐs 

– Limitations on devices to measure small 

differences between signals 



Problem: 

• noisy channels 

• Large L (# different signals) means more subtle 

differences and more difficulty distinguishing them. 

• Eg. With just a few amplitudes the amplitudes need 

not be close together. 

• More amplitudes means the values are all closer 

together. 



Shannon’s result:  

• S and N are signal and noise power 

• S/N ratio: 1 Bel = log10(S/N); 1 decibel (db) = 0.1 

Bels 

• Bit rate = bandwidth‧log10(1 + S/N) bps 

• If little noise, S/N is large and the bit rate is larger. 

• If lots of noise, bit rate is smaller. 



Phone system: 

• Maximum bit rates for dial-up modems 

• bandwidth ~ 3000 Hz  

• S/N ratio ~ 35 db;  

• 3.5 Bels = log10(S/N)  S/N ~ 103.5  S/N ~ 3162 

• bit rate ~ 3000‧log10(1 + 3162) ~ 35,000 bps max.  

• This applies to old cases where there was a modem 

on each end. 

http://en.wikipedia.org/wiki/Acoustic_coupler
http://en.wikipedia.org/wiki/Acoustic_coupler
http://en.wikipedia.org/wiki/Acoustic_coupler


• 56Kbps possible because remote end usually 

connected to an ISP and there’s no analog component 
at that end. 

• Thus downloads do NOT encounter an analog-digital 

conversion at the remote end, which (using PCM-

covered later) is susceptible to quantization noise. 



• Can skip section 3.6 



Digital data (Chapter 4). Can skip section 

4.1 except for the schemes below. 

• NRZ schemes: generally 0=high or low and 

1=low or high (the opposite of 0) 

• Ref: 

[http://www.frontiernet.net/~prof_tcarr/Encodin

gs/applet.html#APPLET] 

• NRZ subject to baseline wandering or loss of 

synchronization. 

• A very long string of 0s or 1s may be difficult 

to interpret correctly. 

 

http://www.informatik.uni-mannheim.de/pi4/animations/leitungskodierung/supported_codings.htm
http://www.frontiernet.net/~prof_tcarr/Encodings/applet.html
http://www.frontiernet.net/~prof_tcarr/Encodings/applet.html
http://www.frontiernet.net/~prof_tcarr/Encodings/applet.html


• Manchester 1=Low-Hi, 0 = Hi-Low;  

• Differential Manchester 1=no change at start, 

0=change at start; transition in the middle. 

• Manchester codes are self synchronizing 

• frequency = 2‧bit rate (an issue). 

• Section 4.1 has many other schemes but we’ll 
skip most and defer a couple others until later 

to put them into a context.  

 



Analog to digital (section 4.2) Can skip material 
not related to PAM or PCM 

• Here we deal with analog data, not simple 

sine/cosine waves with fixed characteristics. 



Sampling theorem 

• F = max frequency 

• receiver can reconstruct a signal by sampling it at 

least 2F times per second.  

• Sample obtained by generating a sampling signal 

consisting of pulses at specified intervals. 



• [http://www.cs.cf.ac.uk/Dave/Multimedia/node149.ht

ml#sine]  

• [http://www2.egr.uh.edu/~glover/applets/Sampling/Sa

mpling.html]   

 

http://www.cs.cf.ac.uk/Dave/Multimedia/node149.html
http://www.cs.cf.ac.uk/Dave/Multimedia/node149.html
http://www.cs.cf.ac.uk/Dave/Multimedia/node149.html
http://www.cs.cf.ac.uk/Dave/Multimedia/node149.html
http://www2.egr.uh.edu/~glover/applets/Sampling/Sampling.html
http://www2.egr.uh.edu/~glover/applets/Sampling/Sampling.html
http://www.cs.brown.edu/exploratories/freeSoftware/repository/edu/brown/cs/exploratories/applets/nyquist/nyquist_limit_java_plugin.html


• Pulse Amplitude modulation 

• Each pulse has analog characteristics in that it can be 

any real value 



• PCM (uncompressed video and audio) 

• Divide vertical into bit groups 

• Take samples and round to the nearest bit group. This 
rounding is called quantization noise and results in 
some signal loss. 

 



• [ http://en.wikipedia.org/wiki/PCM] 

– Digitized voice (telephone)  8000 samples (4000 
Hz max frequency)‧8 bits per sample  64kbps 

– CD player tech specs: Sampling frequency 44.1 

KHz, D-A conversion = 16-bit linear  frequency 

response up to ~20,000 Hz and 64,000 signal 
amplitudes.  

http://en.wikipedia.org/wiki/PCM]
http://en.wikipedia.org/wiki/PCM]


Transmission Modes: Section 4.3 

 



Figure 4.31  Data transmission and 

modes 

 



Digital to analog (Section 5.1) 

• Modulation: 

– Amplitude Shift Keying (ASK) 

– Frequency Shift keying (FSK) 

– Phase shift keying (PSK) 

– Quadrature modulation (QAM) 

http://www.mathsnet.net/graphs/cuoc3.html


ASK 

 



FSK 

 



PSK 

 



Example Signal Association for Quadrature 

Amplitude Modulation 

 
  

 

Bit Values  

Amplitude of Generated 

Signal 

Phase Shift of  Generated 

Signal 

000 A1 0 

001 A2 0 

010 A1 1/(4f) 

011 A2 1/(4f) 

100 A1 2/(4f) 

101 A2 2/(4f) 

110 A1 3/(4f) 

111 A2 3/(4f) 



• Phase is relative to the signal in the previous 

interval 



• There is a simulation at 

[http://williams.comp.ncat.edu/Networks/modulate.ht

m] Also look at 

[http://www.mathsnet.net/graphs/cuoc3.html] 

 

http://williams.comp.ncat.edu/Networks/modulate.htm
http://williams.comp.ncat.edu/Networks/modulate.htm
http://www.mathsnet.net/graphs/cuoc3.html
http://www.mathsnet.net/graphs/cuoc3.html]
http://www.mathsnet.net/graphs/cuoc3.html]


• Signal constellation: Each signal is represented by a point as shown below 

•  is the phase shift 

• r is the amplitude 



 



 



• Modems (standards defined by CCITT (now ITU) 

denoted by V.xx 

• See also Section 9.2 

http://www.webopedia.com/quick_ref/dialup_modem_standards.asp
http://www.webopedia.com/quick_ref/dialup_modem_standards.asp


Figure 9.8  The V.32 and V.32bis constellation 

and bandwidth 

 



Figure 9.9  Uploading and downloading in 56K 

modems 

 



• Cable modems  

• See also Section 9.5 

http://computer.howstuffworks.com/cable-modem.htm
http://computer.howstuffworks.com/cable-modem.htm
http://computer.howstuffworks.com/cable-modem.htm


DSL – Section 9.3 

• DSL (Digital Subscriber Line):  

• local loop (last mile) 

• POTS (Plain Old Telephone system) 

• not high quality like CAT5 and not likely to be ripped 

out and new wires installed (costly) 

• It is capable of transferring higher frequencies than 

telephone produces. 

http://www.tdstelecom.com/dsl/how_dsl_works.asp
http://www.tdstelecom.com/dsl/how_dsl_works.asp


• Discrete Multitone 

– Divide the frequency range from 0 Hz to 1.104 

MHz into 256 separate channels 

– Use the five lowest channels for POTS 

– Use the remaining channels for upstream and/or 

downstream transmission with more channels 

reserved for downstream 

http://en.wikipedia.org/wiki/Orthogonal_frequency-division_multiplexing
http://en.wikipedia.org/wiki/Orthogonal_frequency-division_multiplexing
http://en.wikipedia.org/wiki/Orthogonal_frequency-division_multiplexing


– some channels to be used by both upstream and 

downstream transfers 

– To transmit data, divide a bit stream into smaller 

groups of bits, one group for each channel 

– Apply a QAM technique to the bits in each 

channel 



– Combine the QAM-generated signals and subject 

the result to an Inverse Fast Fourier Transform. 

(Mathematical function that is able to determine 

frequency components of a complex signal) 

– Downstream (in theory) up to 6 Mbps. Upstream is 

less. 



Figure 9.10  Discrete multitone technique 

 



Multiplexing: Section 6.1 

• Multiplexing: combining multiple data signals 

onto a single data link. 



Figure 6.4  FDM process 

 



Figure 6.5  FDM demultiplexing example 

 



Figure 6.11  Prisms in wavelength-division 

multiplexing and demultiplexing 

 



Time Division Multiplexing 

 



Figure 6.23  Digital hierarchy 

 



Figure 6.24  T-1 line for multiplexing telephone 

lines 

 



Figure 6.25  T-1 frame structure 

 



Table 6.1  DS and T line rates 

 



Zadaci-2: 

 



2. Neka α ;upadŶi ugaoͿ ďude ugao pod kojiŵ sǀetlost seče datu gƌaŶičŶu oďlast. 
Jedan deo svetlosti se reflektuje nazad pod uglom α u odnosu na ravan, a drugi 

deo prolazi kroz granicu do drugog medijuma pod uglom β (prelomni ugao), to je 

refrakcije (prelamanje). Kada je α manje od određeŶog kƌitičkog ugla, Ŷeŵa 
ƌefƌaktoǀaŶe sǀetlosti. Dƌugiŵ ƌečiŵa sǀa sǀetlost se ƌeflektuje. Zahǀaljujući oǀoŵ 
feŶoŵeŶu, oŵogućeŶo je fuŶkĐioŶisaŶje optičkog fiďeƌa. Optička tehŶologija 
Ŷalazi sǀe ǀeću pƌiŵeŶu u posloǀŶoŵ okƌužeŶju. U zadatki je izǀoƌ sǀetlosti u 
sredini, koja je obojena plavom bojom.  

1. DefiŶišite, da li se, ͞dƌugi͟ deloǀi sǀetlosti ƌeflektuju ili/i ƌefƌaktuju, ako je za 
posŵatƌaŶe ŵedijuŵe kƌitičŶa ǀƌedŶost ugla ϲϬ stepeŶi ;ĐƌǀeŶa ispƌekidaŶa 
linija na grafiku). 

2. U koŵ odŶosu ugloǀa, Ŷeŵa ƌefƌaktoǀaŶe sǀetlosti tj. koja sličiĐa pƌikazuje 
feŶoŵeŶ Ŷa koŵe se zasŶiǀa fuŶkĐioŶisaŶje opitčkog fiďeƌa? 



Refrakotovana 

svetlost 

Refrakotovana 

svetlost 

Reflektovana 

svetlost 



3. Neka je α, ugao pod kojim svetlsot ͞seče͟ datu gƌaŶičŶu oďlast. JedaŶ deo svetlosti 

se reflektuje nazad pod uglom α u odnosu na ravan, a drugi deo prolazi kroz 

granicu do drugog ŵedijuŵa. Izŵeđu datih uglova postoji relacija koja se  defiŶiše 

ŠŶeloǀiŵ pƌaǀiloŵ, koji se ŵože definisati na sledeći ŶačiŶ: Đosα /Đosβ. Ako je dati 

iŶdeks ŵaŶji od ϭ, sǀetlost putuje u ŵedijuŵ sa ŵaŶjoŵ optičkoŵ gustiŶoŵ, i 
obrnuto ako je ǀeći od ϭ putuje u ŵedijuŵ sa ǀećoŵ optičkoŵ gustinom. (Ova 

kaƌakteƌistika je ǀažŶa za optičku tehnologiju koja nalazi sve ǀeću primenu u 

poslovnom okƌužeŶjuͿ. Ako je ugao β = 45°, Ŷađi ugao α tako da dati koeficijent  1.  

– RešeŶje: 
• Uglovi β i α su ugloǀi čije se ǀƌedŶosti nalaze u intervalu od 0° do 90°. 

• Možeŵo Ŷapisati sledeću ŶejedŶakost, Đos α > Đos β. Sledi da je jedna od 

vrednosti βi=30°, ugla β. 

 



• Tri glavne komponente fiber opitičkog kaďla su jezgƌo, oďloga i zaštitŶi oŵotač. Jezgƌo je 
sastaǀljeŶo od čistog stakla ili plastičŶog ŵateƌijala. Oďloga okƌužuje jezgƌo. I oŶa je od 
stakla, ili plastike, ali sa ŵaŶjoŵ optičkoŵ gustiŶoŵ od jezgƌa.  

• Na jedaŶ kƌaj fiďeƌa postaǀlja se sǀetlosŶi izǀoƌ, kao što su LED dioda ili laseƌ. U pitaŶju je 
uƌedjaj koji ƌeaguje Ŷa elektƌičŶi Ŷaďoj stǀaƌajući sǀetlosŶi iŵpuls, koji se oďičŶo Ŷalazi u 
intervalu od 1014Hz.  SǀetlosŶi izǀoƌ geŶeƌiše kƌatke, ali ďƌze sǀetlosŶe iŵpulse koji ulaze 
u jezgƌo pod ƌazličitiŵ ugloǀiŵa. Sǀetlost pogađa gƌaŶiĐu jezgƌo/oďloga pod ugloŵ koji 
je ŵaŶji od kƌitičŶog ugla i potpuŶosti se ƌeflektuje Ŷazad u jezgƌo, gde uglaǀŶoŵ 
pogađa gƌaŶiĐu Ŷa Ŷjegoǀoj dƌugoj stƌaŶi. KƌetaŶje sǀetlosti pƌedstaǀlja skup odďijaŶja 
od granice do granice u procesu prostiranja kroz jezgro. 

• Ako sǀetlost pogađa gƌaŶiĐu pod ugloŵ ǀećiŵ od kƌitičŶog ugla deo sǀetlosti se 
ƌefƌaktuje u oďlozi te je apsoƌďuje zaštitŶi oŵotač, te se Ŷa taj ŶačiŶ spƌečaǀa 
ŵogućŶosti apsoƌďĐije u susedŶiŵ fiďeƌiŵa. Ako je jezgƌo pƌiličŶo deďelo u odŶosu Ŷa 
talasŶu dužiŶu sǀetlosti pogađa ƌazličita ŵesta pod ƌazličitiŵ ugloǀiŵa . PƌoučaǀaŶjeŵ 
Maksǀeloǀih jedŶačiŶa ukazuje da dolazi do oŵetaŶja iŶteƌfeƌeŶĐe izŵeđu Ŷekih 
ƌeflektoǀaŶih sǀetlosŶih talasa. Zďog toga postoji odƌeđeŶi ďƌoj ugloǀa pod kojiŵ se 
zƌaĐi ƌeflektuju i pƌostiƌu duž fiďeƌa. Sǀaki ugao defiŶiše putaŶju odŶosŶo ŵod.  

a. Fiďeƌ koji pƌeŶosi sǀetlost Ŷa oǀaj ŶačiŶ Ŷaziǀa se step-index mulitimode fiber. Svetlosti koje se 

ƌeflektuje pod ǀećiŵ ugloǀiŵa  u odŶosu Ŷa hoƌizoŶtalu ƌeflektuje se češće i pƌelazi ǀeća 
ƌastojaŶja od sǀetlosti koja se ƌeflektuje pod ŵaŶjiŵ ugloŵ, te joj je potƌeďŶo ǀiše ǀƌeŵeŶa od 
jednog do drugog kraja fibera. Ovaj fenomen se naziva modalna disperzija.  



      Dati fenomen se naziva modalna disperzija. Svetlost koja se emituje iz jednog impulsa a 

koja se ƌefektuje pod ŵaŶjiŵ ugloǀiŵa ŵože da zahǀati sǀetlost iz pƌethodŶih iŵpulsa 
koja se ƌeflektuje pod ǀećiŵ ugloǀiŵa čiŵe se eliŵiŶišu ƌazŵaĐi koji se stǀaƌaju izŵeđu 
Ŷjih. Oǀaj feŶoŵeŶ defiŶiše iŶteƌfeƌeŶĐu odŶosŶo ŵeđusoďŶo oŵetaŶje.  

b. JedŶo od ŶačiŶa ƌešeŶja datog pƌoďleŵa je koƌišćeŶje gƌaded-index multimode fibera. 

Oǀa tehŶologija oŵogućaǀa čiŶjeŶiĐa da sǀetlost ďƌže putuje kƌoz ŵedijuŵ sa ŵaŶjoŵ 
optičkoŵ gustiŶoŵ. Graded index mulitimode fiber nema jasno definisanu granicu 

izŵeđu jezgƌa i oďloge. Dok se sǀetlost ƌadijalŶo udaljaǀa od jezgƌa ŵateƌijalu se 
postepeŶo sŵaŶjuje optička gustiŶa te se ďƌziŶe pƌostiƌaŶja sǀetlosti izjedŶačaǀaju. 
Dƌugiŵ ƌečiŵ sǀetlost koja pƌolazi ǀeća ƌastojaŶja se uďƌzaǀa, te Ŷa taj ŶačiŶ 
izjedŶačaǀaju ďƌziŶe pƌopagaĐije  sǀetlosŶih zƌaka, odŶosŶo ŵiŶiŵiziƌa se efekat 
modalne disperzije.  

c. Postoji koŶačaŶ ďƌoj ŵodoǀa za pƌostiƌaŶje sǀetlosŶih zƌaka. TačaŶ ďƌoj zaǀisi od 
pƌečŶika jezgƌa i talasŶe dužiŶe sǀetlosŶog zƌaka. SŵaŶjiǀaŶjeŵ pƌečiŶika jezgƌa 
sŵaŶjuje se ďƌoj ugloǀa pod kojiŵ sǀetlost ͞pogađa͟ gƌaŶiĐe jezgƌa tj. sŵaŶjuje se ďƌoj 
ŵodoǀa. Ako se sŵaŶji pƌečŶik u doǀoljŶoj ŵeƌi fiďeƌ će iŵati saŵo jedaŶ ŵod. U toŵ 
slučaju iŵaŵo fiber samo sa jednim modom (single-mode fiber).  

– U tekst ďokseǀiŵa Ŷa slikaŵa odŶosŶo sledećeŵ slajdu, upisati Ŷaziǀ ǀƌste ;tipͿ optičkog 
fiber kabla. 



a. 

b. 

c. 

Multimode step index 

Multimode graded index 

Single-mode step index 



 

4. Za date ǀƌedŶosti peƌiode T izƌačuŶati fƌekǀeŶĐiju. 
 

 

– f = 1 / T = 1 / (5 s) = 0.2 Hz, 

– f = 1 / T = 1 / (12x10-6s) =83333 Hz = 83.333 x103Hz = 83.333 KHz, 

– f = 1 / T = 1 / (220 x10-9 s) = 4550000 Hz = 4.55×106 Hz = 4.55 MHz. 

 



3. Najpƌostija šeŵa za kodiƌaŶje je NRZ kodiƌaŶje. NRZI Ŷe ǀƌaća se Ŷa Ϭ ako se ďit 
prenosi . Nacrtati grafik za vrednost stringa u binarnom obliku: 1100101. 

 



1. Sistemski sat 

 

 

2. Podatak 

 

 

3. NRZI 

 

 

4. NRZI (opcija) 



4. MaŶčesteƌ kodiƌaŶje defiŶiše pƌeŶosoŵ Ϭ pƌi pƌoŵeŶi ŶapoŶa sa ǀisoke Ŷa Ŷisku 
ǀƌedŶost, a pƌeŶos ϭ ǀƌši se oďƌŶuto. PƌoŵeŶa sigŶala Ŷa poloǀiŶi sǀakog iŶteƌǀala. 
Nacrtati grafik za vrednost stringa u binarnom obliku: 010011000011. 



1. Sistemski sat 

 

 

 

2. Podatak 

 

 

 

3.  MaŶčester 
kodiranje 

 

 

 



5. DifeƌeŶĐijalŶo ŵaŶčesteƌ kodiƌaŶje ǀƌši pƌoŵeŶu sigŶala isto kao u pƌethodŶoŵ 
slučaju Ŷa poloǀiŶi sǀakog sigŶala, ali sa toŵ ƌazlikoŵ, što ϭ zadƌžaǀa sigŶal Ŷa 
istom nivou na kome je bio na kraju prethodnog intervala. Nacrtati grafik za 

vrednost stringa u binarnom obliku: 010011000011. 



1. Sistemski sat 

 

2. Podatak 

 

 

3. Diferencijalno 

MaŶčester 
kodiranje 

 

4. Diferencijalno 

MaŶčesteƌ 
kodiranje 

(opcija) 



6. TelefoŶski sisteŵ iŵa opseg sigŶala pƌiďližŶo ϯϬϬϬHz, a koefiĐijeŶt sigŶal-šuŵ od 
oko ϯϱdB, ili ϯ,ϱďela. IzƌačuŶajte ďitsku ďƌziŶu.  
– RešeŶje: 

ϯ ,ϱ = logϭϬ;S/NͿ odŶosŶo S=ϭϬϯϱ *N≈ϯϲϭϮN sledi da je S/N jedŶako ϯϲϭϮ. 
Koƌisteći ŠeŶoŶoǀu foƌŵulu, doďijaŵo: 
bitskabrzina = opseg signala x log(1+S/N)= 

= ϯϬϬϬ*logϮ;ϭ+ϯϭϲϮͿ≈ϯϬϬϬ*ϭϭ,ϲϯ≈ϯϰϴϴϬď/s 

 



7. NaĐƌtajte sledeće gƌafike siŶusŶih fuŶkĐija. Koje pƌedstaǀljaju ŵateŵatičke ŵodele sigŶala u 
odƌeđeŶiŵ uƌeđajiŵa ŵƌežŶih sisteŵa. 

– y = sinx, 

– Y = 2sinx, 

– Y = 5in2x, 

– Y = sinx +1, 

– Y = -sinx, 

– Y = 4sinx, 

– Y = 4sin2x +3, 

– Y = sin(x-60°). 

 



Y = SIN X 



. 

Y= 2 SIN X 



Y = SIN 2X 



Y= SIN X + 1 



Y=  – SIN X 



y = 4 sin x 

4 

y = 4 sin 2x 

180o 

y = 4sin 2x + 3 

+3 



+ 60o 



8. KǀadƌatŶa aŵplitudska ŵodulaĐija defiŶiše gƌupe ďitoǀa dodeljuju sigŶalu 
defiŶisaŶiŵ sa aŵplitudoŵ i fazŶiŵ poŵakoŵ. U taďeli Ŷa sledećeŵ slajdu data je 
ƌelaĐija izŵeđu ǀƌedŶosti stƌiŶgoǀa sa tƌi ďita i sigŶala. Date su aŵplitude Aϭ i AϮ i 
fazŶi poŵak ϭ/ϰf. ;Gde je f=ϭ/T sledi T=ϭ/fͿ. NaĐƌtajte gƌafik koji defiŶiše stƌiŶgoǀe 
odŶosŶo ďitoǀe Ŷa osŶoǀu aŵplitude i fazŶog poŵaka koƌiteći datu taďelu.  





T=1/f 

1/4f 1/4f 

1/4f 

1/4f 

π/2 π 

(3xπ)/2 

2xπ 



9. QAM kǀadƌatuƌŶa aŵplitudska ŵodulaĐija, ŵogu da se opišu ǀizuelŶo poŵoću koŶstelaĐije 
sigŶala, odŶosŶo jedŶa tačka u kooƌdiŶatoŶoŵ sisteŵu je defiŶisaŶa sa  udaljeŶošću ;dužͿ u 
odŶosu Ŷa kooƌdiŶatŶi početak koji defiŶiše aŵplitudu dok fazŶi poŵak odgoǀaƌa uglu kojeg 
zaklapa ƌastojaŶje odŶoŶso data duž u odŶosu Ŷa hoƌizoŶtalŶu osu. NaĐƌtajte dati gƌafik 
konstalaciju sa dve tačke koje poseduju isto ƌastojaŶje u odŶosu Ŷa kooƌdiŶatŶi početak i 
sledeće ugloǀe iz iŶteƌǀala koji defiŶisaŶ sa sledećoŵ ŶejedŶakošću: Ϭ°<α<90°. 

 



 



10. Pƌetpostaǀiŵo da pet uƌeđaja poǀezaŶo Ŷa statistički ŵultiplekseƌ sa podeloŵ 
ǀƌeŵeŶa ; geŶeƌiše izlaze sličŶo situaiĐiji u kŶjizi ϰ.ϯϭ, stƌaŶiĐa ϭϴϰ Ϳ. KoŶstƌuišite 
okǀiƌe osŶuǀu izlaza koji ŵultiplekseƌ geŶeƌiše odŶosŶo šalje, ;dati izlazi defiŶisaŶi 
su Ŷa sliĐi Ŷa sledećeŵ slejduͿ. 

 



• UREDJAJ1: ...A3 / A2 A1 / 

• UREDJAJ2: ...B4 B3 / B2 B1  

• UREDJAJ3: ...C2 / / C1 / 

• UREDJAJ4: ...D5 D4 D3 D2 D1 

• UREDJAJ5: ... / E2 / E1 / 

 



• RešeŶje: 

D5,C2,B4,A3 B3,D4,E2 B1,D1 A2,D3 A1,B1,C1,D2,E1 



11. Noseći sigŶal je defiŶisaŶ foƌŵulom g(t)=f1(t) i signal koji se prenosi definisan je 

funkcijom s(t)=f2(t).  Date funkcije su sinusne funkcije. Definisati modulisani signal. 

– RešeŶje: 
– MŶožeŶjeŵ posŵatƌaŶih siŶusŶih fuŶkĐija doďijaŵo ƌezultujući ŵodulisaŶi 

signal r(t)=g(t) x s(t). 

 



 

11. Pƌetpostaǀiŵo da pƌeŶos čekaju dǀa uƌeđaja koja koƌiste Ϭ.ϱ – perzistentni 

pƌotokol. Kada je ŵedijuŵ ŶeaktiǀaŶj, sǀaki iŶiĐiƌa pƌeŶos sa ǀeƌoǀatŶoćoŵ od Ϭ.ϱ 
odŶos Ŷo ϱϬ%. DefiŶisati ŵoguće događaje. ;PeƌzisteŶtŶi pƌotokol CSMA iŶiĐiƌa 
pƌeŶos ŶakoŶ pƌoǀeƌe da li iŵa saoďƌaćaja u ŵeži sa ǀeƌoǀatŶoćoŵ p;Ϭ<=p<=1). 

NepeƌzisteŶti čeka jedaŶ ǀƌeŵeŶski slot te oŶda pƌoǀeƌaǀa ako Ŷeŵa saoďƌaćaja  
šalje. Ϳ 

 RešeŶje: 
– Sǀa četiƌi događaja uŵaju jedŶaku ǀeƌotŶoću dešaǀaŶja. 

1. Oďa uƌeđaja odŵah iŶiĐiƌaju pƌeŶos. 
2. Oďa uƌeđaja čekaju. 
3. Pƌǀi  uƌeđaj šalje okǀiƌ a dƌugi uƌeđaj čeka. 
4. Dƌugi uƌeđaj šalje okǀiƌ a pƌǀi uƌeđaj čeka. 
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• Textbook does not really deal with 

compression. 

• This pptx file outlines the material from the 

book Understanding Data Communications 

and Networks, which is on reserve. 



 

• Compression 

– will make a large file into a smaller file. 

– It typically works by reducing redundancy or 

repetition in the data 

– Need to also be able to change the smaller file 

back into the larger one (or to at least something 

very close) 

 

 



• Lossless compression 

– No information is lost. 

– Decompressing the smaller file results in an exact 

copy of the file that was compressed 

• lossy compression:  

– Some information is lost. 

– Decompressing the smaller file creates an 

approximation to the file that was compressed 



• When is it OK to lose information in a file? 

• When is it not OK? 



Compression 

• Different categories of repetition.  

– Common characters 

– common strings 

– Runs (sequences of 0s, 1s, or a single character) 

– temporal redundancy (similar data over time) 

– Combinations of these 



Huffman code  

• frequency dependent  

• Short binary codes to common characters; longer 

binary codes to less common ones. 

• Used, in part, in image files and fax machines.  

• No-Prefix property (no code exists as a prefix of 

another) 

http://www.cs.pitt.edu/~kirk/cs1501/animations/Huffman.html


Huffman algorithm outline 

• For each character, create a binary tree consisting of 

just one node.  

• Foƌ eaĐh tƌee defiŶe the tƌee s͛ weight as the 

ĐhaƌaĐteƌ s͛ fƌeƋueŶĐǇ of appeaƌaŶĐe iŶ the teǆt. 
• Look for the two lightest-weight trees. If there are 

more than two, choose any two.  

• Merge the two into a single tree with a new root 

node whose left and right subtrees are the two we 

chose.  



• Define the weight of the new tree to be the sum of 

weights of the merged trees. 

• Repeat the previous steps until just one tree is left. 

• A ĐhaƌaĐteƌ s͛ Đode is defiŶed ďǇ the path fƌoŵ the 
root to the node, which is always a leaf node (has no 

subtrees). 

 











• A:01 

• B:110 

• C:111 

• D:10 

• E: 00 

 



• A:01 

• B:110 

• C:111 

• D:10 

• E: 00 

 

• Why is the no-prefix property important? 



• Applet: 

http://www.cs.pitt.edu/~kirk/cs1501/animations/Huffman.html


• Arithmetic encoding: Also frequency based. Type of Redundancy: some 

characters appear more frequently. 

 

Letter Frequency subinterval [p, q] 

A 25% [0, 0.25] 

B 15% [0.25, 0.40] 

C 10% [0.40, 0.50] 

D 20% [0.50, 0.70] 

E 30% [0.70, 1.00] 



  

• Start with the interval [x, y] = [0, 1]. 

• Look at the first character and determine the appropriate subinterval of [x, 

y] based on that character's probability. 

• Redefine the interval [x, y] to be that subinterval. That is, shrink [x, y]. 

• Examine the next character and again determine the appropriate subinterval 

of [x, y] depending on that character's probability. This is exactly what we 

did in step 2, except now we are working with an arbitrary interval [x, y], 

instead of [0, 1]. 

• Repeat steps 3 and 4 for each character in the string. 



• Run Length 

– usedful in fax compression 

– Used in windows bitmap compression 

• can get compression ratios of 20:1 or 30:1.  

• Type of Redundancy:  

– string consisting of a single repeated character or bit (we 

will assume for this example that we are compressing runs 

of 0s, each of which is separated by a 1). 

• EX. 4 bits used to represent # of 0-bits in a run 

(obviously can use more but keeps the example 

manageable) 

http://msdn.microsoft.com/en-us/library/dd183383(v=vs.85).aspx


• Store run lengths as opposed to the actual 

runs 

 

 

 

• Above string containing 20 bits is replaced by 

8 bits: 0111 1011 



• What if you have consecutive 1s? 

 

 

 

• Compression is less effective. 

• Compression algorithms must be used on files 
that contain the type of redundancy the 
algorithm is designed to exploit. 

• If not, compression is less effective, and the 
algorithm could increase the file size. 



What if you have more than fifteen 0s 

in a run? 

 

• Consider a run of twenty 0s 

• 20 = 15 + 5 (in binary: 1111 followed by 0101) 

 

 

 

     20 = 15 + 5 



 

• How about a run of thirty five 0s? 

• 35 = 15 + 15 + 5 



• How do I differentiate two consecutive runs of 

15 from one run of 30? 



Fax compression 

• sometimes called modified Huffman: frequencies of 

run lengths [http://en.wikipedia.org/wiki/fax] 

– Each line consists of alternating runs of white and black 

pixels. 

– Each line begins with a run of white pixels. Even if the 

page to be faxed has a black border, a process call 

overscanning adds one white pixel to the beginning and end 

of each line. 

– Calculate codes for the alternating white and black pixel 

runs and transmit the coded bits:  See table in next slide. 

http://en.wikipedia.org/wiki/fax
http://en.wikipedia.org/wiki/fax


Partial fax compression table 

Number of Pixels in 
Run Code: White Pixel Run Code: Black Pixel Run 

Terminating Codes 0 00110101 0000110111 

1 000111 010 

2 0111 11 

3 1000 10 

10 00111 0000100 

20 0001000 00001101000 

30 00000011 000001101000 

40 00101001 000001101100 

50 01010011 000001010010 

60 01001011 000000101100 

Makeup Codes 64 11011 0000001111 

128 10010 000011001000 

256 0110111 000001011011 

512 01100101 0000001101100 

768 011001101 000000101100 

1024 011010101 0000001110100 

1280 011011001 0000001010010 

1536 010011001 0000001011010 



Example 

• run length of 50 white pixels is coded as 

01010011.  

• run length of 572 white pixels - interpreted as 

a run of length 512 pixels followed by another 

run of 60 pixels. 

• associated code is 01100101–01001011 



Relative encoding: 

• send differences between consecutive frames 

• Useful in Video (mpeg) where differences in 

consecutive images are not large 

• Can also be used in fax (often, successive lines are 

similar) 

• Type of Redundancy: similarities in successive 

frames. 



Lempel-Ziv: 

• replace strings with short code words 

• Unix compress and gzip commands 

• winzip program. 

• Type of Redundancy: frequently appearing strings.  

• I will illustrate with text but it need not be strictly text 

files as the algorithm looks for any repeating 

sequences, text or not.  



Basic logic 

• Assume basic code for individual characters 

(bytes) 

• Read through string 

• Look for and track (remember) repeated 

sequences. 

• Assign codes to those sequences and store in 

a dictionary. 

• Use those codes when sequence reappears. 



 



Compress the string: ABABABCBABABABCBABAB 

Buffer c What is stored 
What is Stored in 
dictionary New Buffer Value 

1 A B 0 (code for A) AB (code=3) B 

2 B A 1 (code for B) BA (code=4) A 

3 A B — — AB 

4 AB A 3 (code for AB) ABA(code=5) A 

5 A B — — AB 

6 AB C 3 (code for AB) ABC (code=6) C 

7 C B 2 (code for C) CB (code=7) B 

8 B A — — BA 

9 BA B 4 (code for BA) BAB (code=8) B 

10 B A — — BA 

11 BA B — — BAB 

12 BAB A 
8 (code for 
BAB) BABA (code=9) A 

13 A B — — AB 

14 AB C — — ABC 

15 ABC B 
6 (code for 
ABC) ABCB (code=10) B 

16 B A — — BA 

17 BA B — — BAB 

18 BAB A — — BABA 

19 BABA B 
9 (code for 
BABA) BABAB (code=11) B 



String A B C AB BA ABA ABC CB BAB BABA ABCB BABAB BABC CBA 

Code 0 1 2 3 4 5 6 7 8 9 10 11 12 13 

The dictionary 



 



Prior (String) Current (String) 
Is Current Code 
in Table? C Tempstring/Code Pair 

What is restored 
(current or 
tempstring) 

1 0 (A) 1 (B) Yes B AB/3 B (current) 

 2 1 (B) 3 (AB) Yes A BA/4 AB (current) 

 3 3 (AB) 3 (AB) Yes A ABA/5 AB (current) 

 4 3 (AB) 2 (C ) Yes C ABC/6 C (current) 

 5 2 (C ) 4 (BA) Yes B CB/7 BA (current) 

 6 4 (BA) 8 No B BAB/8 
BAB 
(tempstring) 

 7 8 (BAB) 6 (ABC) Yes A BABA/9 ABC (current) 

 8 6 (ABC) 9 (BABA) Yes B ABCB/10 BABA (current) 

 9 9 (BABA) 8 (BAB) Yes B BABAB/11 BAB (current) 

10 8 (BAB) 7 (CB) Yes C BABC/12 CB (current) 

11 7 (CB) 0 (A) Yes A CBA/13 A (current) 

Decompress the code: 0 1 3 3 2 4 8 6 9 8 7 0 



• NOTE on Lempel-Ziv Decompression algorithm: 

• Algorithm may receive a code not in its table. 

• Happens if compression algorithm sends it 

immediately after storing in it its table (see example).  

• Receiver does not get a chance to reconstruct this 

code. How can this occur? 



• NOTE: Every new code’s string begins with the last 
character of a previously stored code’s string. 

• The string for the code just stored appears again 

immediately. In the book example, 8 corresponds to 

BAB and BAB occurs again after storing the previous 

BAB. 

• Thus, the code‘s string starts and ends with the same 
character. 



• Conclusion: the code’s string was created from prior 
code’s string with its first character concatenated to 
the end.  

• If some other character was at the end, the string 

could not immediately appear again since the next 

string would start differently than the previous string. 

• Applet 

http://www.cs.sfu.ca/CC/365/li/squeeze/LZW.html


• Issue: How table is created and accessed – need quick 

lookup (i.e. hashing).  

• Also don’t want to store all strings redundantly in the 
table. If ABABA is stored at 9, might store ABABAB 

as 9B. 



• JPEG. Type of Redundancy: small variance in 

colors. 

• MPEG. Type of Redundancy: similarities in 

successive frames. 

• MP3. Type of Redundancy: Signal components 

that are masked by other, more powerful 

signals or sounds that are nearly 

indistinguishable 

 



Compression 

Technique 

Type of redundancy exploited How It Compresses  

Huffman code Certain characters appear more 

frequently than others. 

Uses short bit patterns for more frequently used letters and 

longer ones for less frequently used letters.  

Run-length encoding Data contains long strings of the 

same character or bit. 

Looks for long runs of a particular bit or character.  

Facsimile 

Compression 

Looks for both long strings of the 

same bit and the frequency with 

which specific strings appear. 

Divides a line of pixels into alternating runs of white and 

black pixels. Each run is encoded using a modified 

Huffman algorithm. 

Relative encoding Two consecutive pieces of data 

differ by very little. 

Looks for small differences between consecutive frames.  

Lempel-Ziv 

encoding 

Certain character strings appear 

more frequently than others. 

Looks for repeated occurrences of strings without assuming 

what those strings are. 

JPEG Small subsets of pictures often 

contain little detail. 

Compresses still images by applying discrete cosine 

transforms to 8  8 blocks of pixels, quantizing the results, 

and encoding the quantized frequency coefficients. 

MPEG Consecutive frames often contain 

nearly identical scenes. 

Uses methods similar to JPEG compression but also takes 

advantage of redundancy between successive frames to use 

interframe compression by calculating differences between 

successive frames and using motion prediction techniques. 

MP3 (alternatively 

MPEG layer 3 audio 

compression) 

Signal components that are 

masked by other, more powerful 

signals.  

Uses complex psychoacoustic models and filter banks to 

determine which parts of an audio signal will be inaudible 

and seeks to remove those parts. 



Zadaci-2: 

 



12. Koƌisteći HafŵaŶoǀ kod kodiƌajte poƌuku. 
 

– Kod jedŶog kaƌakteƌa Ŷe ŵože Ŷikad da se koƌisti kao pƌefiks dƌugog koda dato 
prvilo je poznato kao no-prefix svojstvo. 

– Sǀako kaƌakteƌu dodeljuje se ďiŶaƌŶo staďlo koje se sastoji iz jedŶog čǀoƌa. 
Sǀakoŵ staďlu je dodeljeŶa učestalost pojaǀljiǀaŶja kaƌakteƌa, koju Ŷaziǀaŵo 
težiŶa staďla ;tƌee s͛ ǁeight) 

– Potƌažite dǀa Ŷajlakša staďla. Ako ih iŵa ǀiše od dǀa izaďeƌite ďilo koja od data 
dǀa staďla. Spojite ih u jedŶo sa Ŷoǀiŵ koƌeŶoŵ, čije leǀo i desŶo podstaďlo 
odgoǀaƌa ƌaŶijiŵ staďliŵa. Dodelite suŵu težiŶa spojeŶih staďala kao suŵu 
novog stabla. 

– PoŶoǀite sledeći koƌak sǀe dok Ŷe ďudete iŵali saŵo jedŶo staďlo. 
– Koƌisteći HafŵaŶoǀ kod kodiƌajte istu poƌuku, sa dƌugačijiŵ ƌaspoƌedoŵ 

karaktera u datom grafu. 



S 30               U 10           N 15           C  10            E 35 

25 



25 
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C  10  
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25 

S 30 

C  10  

U 10 N 15 

E 35 
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Na osnovu date grafičke interpretacije imamo sledeću strukturu Hafmanovog koda. 
S-10 

U-01 

N-1100 

C-111 

E-0 

S   U  N  C   E S   U  N; Gde je S prvi poslati karater a N je poslednji poslati karkter. 

1001110111101011001101 

S  

C    

U  N  

E  
   

0 

0 

0 

1 

0 

1 

1 

1 



 



13. PƌiŵeŶite aƌitŵetičku koŵpƌesiju koja iŶteƌpƌetiƌa stƌiŶg, kao jedaŶ ƌealŶi ďƌoj, Ŷa stƌiŶg 
SUNCESUN.  

– Na osŶoǀu taďele Ŷa sledećeŵ slajdu iŵaŵo da sloǀo A iŵa učestalost pojaǀljiǀaŶja Ϯϱ% 
i dodeljujemo mu interval [0, 0.3] odnosno predstavalj 30% intervala od 0 do 1 te je 
dužiŶa Ϭ,3 definisana intervalom [0, 0.3]. Zatim slovo B ima učestalost ϭ0% dodeljujemo 
ŵu sledećeih ϭ0% intervala nakon podintervala [Ϭ, Ϭ.ϯ] te doďijaŵo [Ϭ.ϯ, Ϭ.ϰ]. pošto C 
iŵa učestalost pojaǀljiǀaŶja ϭϱ% dodeljuje mu se 15% od intervala od 0 do 1. Datih 15% 
posŵatƌaŶog iŶteƌǀala što odgoǀaƌa podiŶteƌǀalu [Ϭ.ϰ, Ϭ.ϱϱ] dužiŶe ϭϬ odsto. Pƌateći 
dati šaďloŶ dodeljujeŵo sloǀu D ϭϬ% [Ϭ.ϱϱ,Ϭ.ϲϱ]a pƌeostalih ϯϱ% sloǀu E i Ŷa kƌaju 
[0.65,1]. Ukupna suma podintervala je 100 odsto tj. 1. 

– Startujte od intervala  [x, y] = [0, 1] 

– Pogledajte pƌǀi kaƌakteƌ i utǀƌdite odgoǀaƌajući podiŶteƌǀal od [ǆ, Ǉ], koji se zasŶiǀa Ŷa 
učestalosti kaƌakateƌa. 

– RedifiŶišite iŶteƌǀal [ǆ, Ǉ] koji će pƌedstaǀljati taj podiŶteƌǀal, tj. sŵaŶjite [ǆ, Ǉ] 
– Ispitajte sledeći kaƌakteƌ i poŶoǀite utǀƌdite odgoǀaƌajući podiŶteƌǀal [ǆ, Ǉ], u zaǀisŶosti 

od učestalosti kaƌakteƌa. Oǀo je ideŶtičŶo oŶoŵe što ste uƌadili u koƌaku Ϯ. Osiŵ što 
sada radite sa manjim intervalom [x, y], umesto [0, 1] 

– Ponavljajte korake 3 i 4 za svaki karakter u stringu, 

– Uradite dekompresiju (dodatŶa oďjašŶjeŶja-aritmetička koŵpƌesija, stƌaŶa: ϮϮϬ). 

 



Slovo Učestalost ;%Ϳ Podinterval [p, q] 

S 30 [0,0.3] 

U 10 [0.3,0.4] 

N 15 [0.4,0.55] 

C 10 [0.55,0.65] 

E 35 [0.65,1] 



KORAK STRING SLEDEĆI 
KARAKTER 

TEKUĆI INTERVAL 

[x, y] 

[p,q] ŠIRINA 

INTERVALA 

(w=y-x) 

 

IZRAČINAVANJE 

ZA NOVO x 

(x = x + w * p) 

IZRAČUNVANJE 

ZA NOVO y 

(y = x + w * q) 

1 - S [0,1] [0, 0.3] 1 0+0.3x0=0 0+1x0.3=0.3 

2 S U [0, 0.3] [0.3,0.4] 

 

0.3 0 + 

0.3x0.3=0.09 

0+0.3x0.4=0.12 

3 SU N [0.09, 0.12] [0.4,0.55] 0.03 0.09+0.03x0.4=

0.102 

0.09+0.03x0.55

=0.105 

4 SUN C [0.102, 0.105] [0.55,0.65] 

 

0.003 0.102+0.003x0.

55=0.10365 

0.102+0.003x0.

65=0.10395 

5 SUNC E [0.10365, 

0.10395] 

[0.65, 1] 0.0003 0.10365+0.0003

x0.65=0.103845 

0.10365+0.0003

x1=0.10395 

 

6 SUNCE S [0.103845, 

0.10395 ] 

[0,0.3] 0.000105 0.103845+0.000

105x0=0.10384

5 

0.103845+0.000

105x0.3=0.1038

765 

7 SUNCES U [0.103845, 

0.1038765] 

[0.3,0.4] 0.0000315 0.103845+0.000

0315x0.3=0.103

85445 

0.103845+0.000

0315x0.4=0.103

8576 



14. Česta je primena relativnog kodiranja je u prenosu video signala. ProsečŶo ǀideo 
sigŶal šalje ϯϬ slika u sekuŶdi. Sǀaka slika u opšteŵ slučaju iŵa saŵo ŵaŶje 
ǀaƌijaĐije u poƌeđeŶju sa pƌethodŶoŵ. PƌiŶĐip je jedŶostaǀaŶ. Šalje se pƌǀi kadaƌ 
koji se sŵešta u ďafeƌ pƌijeŵŶika. NakoŶ toga pošiljalaĐ poƌedi pƌǀi kadaƌ sa 
dƌugiŵ, kodiƌa ƌazlike i šalje ih u foƌŵatu okǀiƌa. PƌijeŵŶik doďija oǀkiƌ i pƌiŵeŶjuje 
ƌazlike Ŷa kadaƌ koji iŵa i tako se kƌeiƌa sledeći kadaƌ. Dƌugi kadaƌ se sŵešta u 
ďafeƌ, pa se pƌoĐes Ŷastaǀlja za sǀaki sledeći kadaƌ.  Date su dǀe ŵatƌiĐe koje 
defiŶišu dǀa okǀiƌa. Nađite ƌazlike i date ƌazlike defiŶišite sa Ϭ ;Ŷeŵa pƌoŵeŶaͿ i Ŷa 
pimer 1 (nastale su promene). 



• 5 7    2 8 6 6 3 5       6 

• 6 5 7 4 5 6 3 2 1 

• 8 4 8 9 6 4 8 8 5 

• 5 1 3 8 6 5 5 6 7 

• 5 5 2 9 9 6 8 9        1 

    Prvi okvir 



• 5 7    2 8 6 6 3 5        6 

• 6 5 8 4 5 5 3 2 1 

• 8 4 8 9 6 4 8 8 5 

• 5 2 3 8 6 5 5 5 7 

• 5 5 2 9 9 6 8 9      1 
Drugi okvir 

 



• PƌeŶeti okǀiƌ sadƌži kodiƌaŶe ƌazlike izŵeđu pƌǀog i dƌugog okǀiƌa  



• 0 0 0 0 0 0 0 0 

• 0 0 1 0 0 1 0 0 

• 0 0 0 0 0 0 0 0 

• 0 1 0 0 0 0 1 0 

• 0 0 0 0 0 0 0 0 



15. Kompresujte tekst koji se sastoji od tri karakterra A, C i R, primenom Lemp Ziv kompresije. 

Dati tekst kojeg je neophodno kompresovati: ACAACARACACARCACARAAARACR. 

        U datoj taďeli iŵaŵo saŵo tƌi ulaza A, C i R, kojiŵa su pƌidƌužeŶi kodoǀi Ϭ,ϭ i Ϯ. Data je 
koŵpƌesija u taďeli Ŷa sledećeŵ slajdu doǀƌšite pƌoĐes koŵpƌesije. ;KŶjiga ϮϮϵ stƌaŶaͿ . 
DefiŶišite pƌeŶeti kod Ŷa osŶoǀu polja pod Ŷaziǀoŵ ͞šta je poslato .͟  I Ŷa kƌaju defiŶišite 
pƌoĐes dekoŵpƌesije koji je započet u taďeli Ŷa slajdu ;ďƌoj: ϮϮϵ.Ϳ. 



Prolazak kroz petlju Bafer C Šta je poslato Šta je sŵešteŶo u tabeli Nova vrednost u baferu 

1 A C 0 (kod za A) AC (kod = 3) C 

2 C A 1 (kod za C) CA (kod = 4) A 

3 A A 0 (kod za A) AA (kod = 5) A 

4 A C - - AC 

5 AC A 3 (kod za AC) ACA (kod = 6 ) A 

6 A R 0 (kod za A) AR (kod = 7) R 

8 R A 2 (kod za R) RA (kod = 8) RA 

9 A C - - AC 

10 AC A - - ACA 

11 ACA C ACA (kod = 6 )- ACAC (kod =  9) C 

12 C A - - CA 

13 CA R 4 (kod za CA) CAR (kod = 11) R 



PROLAZAK KROZ 

PETLJU 
PRIOR (STRING) 

CURRENT 

(STRING) 

DA LI JE 

TRENUTNO U 

TABELI 

C 

PAR 

TEMPSTRING/K

OD 

TA SE ŠTAMPA 
(CURRENT ILI 

TEMPSTRING) 

1 0 - A 1 -C DA C AC/3 UPISATI ? 

2 1 - C 0 -A DA A CA/4 UPISATI ? 

3 0-A 3-AC DA A AA/5 UPISATI ? 

4 3-AC 0-A DA A ACA/6 UPISATI ? 

5 0-A 2-R DA R AR/7 UPISATI ? 



 



16. JPEG kompresija je akronim za Joint Photographic Expert Group, grupu koja je 

foƌŵiƌaŶa zajedŶičkiŵ Ŷapoƌiŵa ISO, ITU i IEC – njen standrard za kompresija, 

opšte popzŶat kao JPEG koŵpƌesija. Postoje tƌi faze JPEG koŵpƌesije pƌǀa faza je 
DCT tj. faza diskƌetŶe kosiŶusŶe tƌaŶsfoƌŵaĐije, kǀaŶtizaĐije i faze kodiƌaŶja. Tƌeća 
faza odŶosŶo faza kǀaŶtizaĐije je kaƌakteƌističŶo zďog igŶoƌisaŶja ŵalih pƌoŵeŶa 
Ŷa sliĐi koje ǀelika ǀeƌoǀatŶoća Ŷeće ďiti pƌiŵetŶe.  Dat je Ŷiz T. GeŶeƌištie Ŷiz Q 
deljeŶjeŵ datog Ŷiza skalaƌoŵ ϭϬ i zaokƌužiti  Ŷa Ŷajďliži Đeo ďƌoj. KoŵeŶtaƌište 
dobijeni razultat. 

 



152 0 -47 0 -7 0 -6 0 

0  0 0 0 0 0 0 0 

-47 0 37 0 -3 0 1 0 

0  0 0 0 0 0 0 0 

-5  0 -3 0 11 0 -1 0 

0  0 0 0 0 0 0 0 

-6  0 3 -1 0 0 7 0 

0  0 0 0 0 0 0 0 

 

 

T = 



15  0 -5 0 -1 0 -1 0 

0        0   0 0  0 0 0 0 

-5        0   4 0  0 0 0 0 

 0      0         0  0  0  0  0  0 

-1       0    0  0  1 0 0 0 

0        0    0   0  0 0 0 0 

-1    0    0   0  0 0 0 0 

0  0    0     0   0 0 0 0 

 

Q= 



• MatƌiĐa Q iŵa ǀiše Ŷula te će se ďolje koŵpƌesoǀati u odŶosu Ŷa ŵatƌiĐu T. 
Međutiŵ, u oǀoŵ pƌoĐesu izguďili sŵo oƌgiŶalŶe podatke. Ako pokušaŵo da 
poŵŶožiŵo ŵatƌiĐu Q sa ϭϬ Ŷećeŵo doďiti ͞staƌu͟ ŵatƌiĐu. 
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Error Detection (Chapter 10) 

• A transmits bit to B 

• B retrieves bits 

• Are they the same as what A sent? 

• Errors can be caused by 

– Noise in lines 

– Errors at intermediate sites that corrupt data 

• One reason why error detection is done at different layers 

(e.g. data link and transport layers) 



• Detection 

– Did error occur? 

– Retransmit the information? 

– Ignore the error? 

– Depends on Quality of Service (QOS) 

– A file download protocol will probably respond to 

an error 

• Thus, a more complex protocol. 

– Errors in streaming applications are usually 

ignored. 

• Thus, a simpler protocol. 



• Correction 

– Fix the error in the transmitted message 

– Need know not only that error occurred but which 

bits were affected 

– May be done if the overhead to retransmit data is 

very high or is not likely to result in an 

improvement. 

– Time sensitive applications 

– Deep space probes 

– Not common for most network applications. 

 



• Bit error 

– one bit is damaged 

– Less likely 

– With Gbps speeds, one bit requires about 1 

nanosecond. Most interference lasts longer than a 

nanosecond 

• Burst error 

– Multiple bits in a transmission damaged 



• Usual approach 

– Data word: group of k bits 

– Code word: data word followed by more bits 

calculated from the data. 

 

           

                    Code word 

– How many more depends on the approach 

 

Data word Extra bits 



• Can skip the stuff in 10.2 and 10.3 related to 

Hamming codes and distances. Could be 

included in a paper on error correction. 

 



• Parity 

– Even parity:  

• add one bit to the end of a string to make the total 

number of 1s even 

– Odd parity:  

• similar but total is odd 

– We͛ll assuŵe eǀeŶ paƌitǇ fƌoŵ this poiŶt aŶd 
beyond 

 



• Ex: data is 0101101100101100 

• Add a 0 for parity. 

• Transmitted message is 0101101100101100  0 

 

• Ex: data is 0101101110101100 

• Add a 1 for even parity. 

• Transmitted message is 0101101110101100  1 

 

 



Figure 10.4  XORing of two single bits or two 

words 

 



• Bit string is b1b2b3b4…..bn 

• P (parity bit) = b1b2  b3  b4  …  bn 

• Where  is the exclusive-OR operation 

• Receiver performs an ex-or operation among 

all bits in the code word 

– Result is 1  an error 

– Result is 0  no error detected 

– This is not the same as no error. 

 



• Parity detects any errors affecting an odd 

number of bits. 

• Assuming random noise, this is about 50% of 

all errors. 



10.248 

Figure 10.11  Two-dimensional parity-check code 



10.249 

Figure 10.11  Two-dimensional parity-check code 



10.250 

Figure 10.11  Two-dimensional parity-check code 



Checksums (Section 10.5) 

• Interpret a byte stream as a sequence of 8, 16, 

or 32-bit ints. 

• Sum the ints and store the sum (mod 28, 216, 

or 232) at the end of a packet. 

• If the byte stream is damaged, the ints change 

and the checksum value changes. 

– At least most of the time. 

http://en.wikipedia.org/wiki/Checksum


8-bit ints 

• Data is 

01011010  01101010  11001101  11000011 

• 90 +           106 +         205 +         195        = 84  

     (mod 256) 

• Code word is  

01011010  01101010  11001101  11000011  01010100 

                                                                       84 

 



• Assume the bits in red below represent altered 

bits 

01011111  01101010  11001101  10111110  01010100 

95+          106+         + 205       +190 

• Same checksum 

• Undetected error 

 



Cyclic redundancy check (CRC) (Section 10.4) 

• [http://docs.oracle.com/javase/1.4.2/docs/api/java/util/zip/C

RC32.html] 

• http://introcs.cs.princeton.edu/java/51data/CRC32.java.html 

 

http://en.wikipedia.org/wiki/Cyclic_redundancy_check
http://docs.oracle.com/javase/1.4.2/docs/api/java/util/zip/CRC32.html
http://docs.oracle.com/javase/1.4.2/docs/api/java/util/zip/CRC32.html
http://docs.oracle.com/javase/1.4.2/docs/api/java/util/zip/CRC32.html
http://java.sun.com/j2se/1.5.0/docs/api/java/util/zip/CRC32.html
http://java.sun.com/j2se/1.5.0/docs/api/java/util/zip/CRC32.html
http://java.sun.com/j2se/1.5.0/docs/api/java/util/zip/CRC32.html
http://java.sun.com/j2se/1.5.0/docs/api/java/util/zip/CRC32.html


• Mod 2 arithmetic (0 and 1 are the only 

elements) 

 

0+0=0 0+1=1 1+0=1 1+1=0 

0-0=0 0-1=1 1-0=1 1-1=0 



Example of multiplying polynomials (modulo 2) 

xa‧xb=xa+b  xa/xb=xa-b 

 

(x5+x3+x1)‧(x4+x2+1) = 

x9+x7+x5 + x7+x5+x3 + x5+x3+x1 = 

x9+x7+x7+x5+ x5+x5+x3 +x3+x1 = 

x9 + x5 + x1 



Example of dividing polynomials (mod 2). 

• Only interested in remainder 



10.258 

Figure 10.21   A polynomial to represent a binary word 



CRC error detection 

– d…….ďit stƌiŶg ;dataͿ 
– appeŶd soŵe Ϭ s͛ to d 

– d(x)…corresponding polynomial 
– Divide d(x) by g(x) (generator polynomial) and 

determine r(x), the remainder (book calls it a 
syndrome, s(x) ) 

– Calculate c(x) = d(x) – s(x) 

– Transmit c (codeword, bits corresponding to c(x) ) 

– Receive c’s bits. Divide c(x) by g(x). If s(x) != 0 then 
error. 



Shortcuts to dividing 

 

 

 

 

 

 

• Can you see the similarity between these two 

diagrams? 



10.261 

Figure 10.14  CRC encoder and decoder 



10.262 

Figure 10.15  Division in CRC encoder 



10.263 

Figure 10.16  Division in the CRC decoder for two cases 



Analysis 

– c(x) is sent 

– c(x) + e(x) is received (e(x) defines altered bits) 

– has same remainder as 

 

– So, if e(x) is not 0, when can this remainder be 0? 

– ANS: when g(x) is a factor of e(x). 
– Alternatively e(x) = g(x)‧some polynomial 

– When can that happen? 

g(x)
e(x)



– Consider burst error of size k <= degree g(x); 

– e(x) = xi+k-1 + ……+ xi 

–         =xi(xk-1 + …. + 1) 
 

–          =  
g(x)
e(x)

g(x)
1)...1k(xix 



• Assume: x not a factor of g(x).  

• Then no remainder  g(x) is a factor of (xk-1 + … + 1).  
• Impossible since the degree of g(x) is larger than that of      (xk-

1 + … + ϭͿ 



• Consider an odd number of bits in the error. 

• e(x) has an odd number of terms. Therefore e(1) = 1. 

• Assume x+1 is a factor of g(x).  

• Then g(x) = (x+1)‧h(x)  g(1) = 0 

• Undetected error         = k(x)  e(x) = g(x)‧k(x)  

e(1) = 0 

• Contradiction: so the assumption that there is an 

undetected error is wrong. 

• Proof by contradiction from CS241 

g(x)
e(x)



• Detects:  all burst errors < degree g(x) 

• All burst errors affecting an odd # of bits 

• All burst error of length > r+1 with probability of 

• If r=32, probability of detection is            ~ 

99.99999998% 

r2
1r2 

322
1322 



How to do this efficiently: Shift register for x4+x3+1 



10.270 

Figure 10.18  Simulation of division in CRC encoder 



10.271 

Figure 10.19  The CRC encoder design using shift registers 



10.272 

Figure 10.20  General design of encoder and decoder of a CRC code 



10.273 

Table 10.7  Standard polynomials 



Zadaci-3: 

 



17. DetekĐija gƌešaka poŵoću ĐikličŶe pƌoǀeƌe ƌedudaŶtŶosti ;CRCͿ. Dati ŵetod koji 
pƌoǀeƌaǀa tačŶosti odŶosŶo pƌoŶalazi gƌeške izǀodi deljeŶje poliŶoŵa. Podeli date 
polinome. 



T(x)= x10+x8 +x6 +x5+x3 

= x10+0*x9+x8+0*x7+x6+x5+0*x4+x3+0*x2+0*x1+0*x0    

    

G(x) = x4+x2 +x= x4+0*x3+x2+x1+0*x0  

  

(x10 / x4 ) = x6  

(x9 /x4 ) = x5  

(x8 / x4) = x4 

(x7 / x4) = x3 

(x5 / x4) = x 

  

 



 

                                                                x6  + x5 + x4  + x3 +  0  +  x             

x4+0*x3+x2+x1+0    x10+x9+0*x8+ x7+0*x6+x5+x4+0*x3+0*x2+0*x1+0*x0  

               x10+0*x9+x8+x7+0*x6 

                                        x9 + x8 + 0+  0+  x5 

                                                             x9+ 0 +  x7+ x6 +0                                                                      

                                              x8+x7+x6+x5+x4  

                                        x8+0+x6+x5+0 

                                  x7+0+0+x4+0                  

                                  x7+0+x5+x4+0 

                         x5+0+0+0+0+0 

                                                              x5+0+x3+x2+0+0  

                 x3+x2+0+0 Ostatak 

 



•                        111101 

• 10110   11010110000 

•    10110     

•       11001 

•                   10110  

•                     11111 

•                     10110 

•                       10010 

•                       10110 

•                          01000 

•                          00000 

•                            10000 

•                            10110 

•                              01100 

•                              00000 

•                                1100    Ostatak 
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Cryptography: Chapter 30 

• Plaintext 
– some easily recognized data 

• Encrypt 
– change the plaintext into something difficult to comprehend 

(ciphertext) 

• Decrypt 
– change the ciphertext back into plaintext. 

• To encrypt 
– need an algorithm (cipher) and a key.  

– The key affects the result of the cipher. 

• To decrypt 
– need an algorithm and a key. 

 



• Two main cipher classes 

• Symmetric key (secret key) 

– same key use to encrypt and decrypt. 

• Must be carefully guarded. 

• Public key 

– used to eŶĐƌǇpt aŶd Ǉou doŶ͛t Đaƌe ǁho kŶoǁs the keǇ. 

• Private key used to decrypt. 



30.283 

Figure 30.3  Symmetric-key cryptography 



30.284 

Figure 30.4  Asymmetric-key cryptography 



Notation 

• P…plaintext 
• C…ciphertext 

• E…encryption algorithm 

• D…decryption algorithm 

• k and k’…keys 

• C=Ek(P)  

• P= Dk’(C)  

• P=Dk’(Ek(P)) 

• Maybe k=k’ and maybe not 



• Substitution cipher 

– replace one bit group with another (e.g. one character with 

another) 

• Monoalphabetic cipher 

– one character always encrypted the same way 

• Caesar Cipher 

– classic example of a substitution cipher 

• Example 

– Ek(c)=c+k (add a number, k, to the code for c) 



30.287 

The following shows a plaintext and its corresponding 

ciphertext. Is the cipher monoalphabetic? 

Example 30.1 

Solution 

The cipher is probably monoalphabetic because both 

occurrences of L’s are encrypted as O’s. 



• This is lousy encryption 

• Preserves frequency of characters.  

– If ͚E͛ oĐĐuƌs Ϯϱ% of the tiŵe iŶ the plaiŶteǆt aŶd ͚E͛ is 
eŶĐƌǇpted to ͚X͛ theŶ ͚X͛ oĐĐuƌs Ϯϱ% of the tiŵe iŶ the 
ciphertext. 

– This is a pattern (clue) to the method. 

– The previous example had KHOOR as the ciphertext. 

– What letteƌ got eŶĐƌǇpted as aŶ ͚O͛? 

– PƌoďaďlǇ Ŷot a ͚H ,͛ ͚J ,͛ ͚Q ,͛ oƌ ͚Y͛ siŶĐe theǇ ƌaƌelǇ appeaƌ 
consecutively in normal text. 

– This narrows the possibilities a bit. 

– More patterns narrow them even more. 



• This method also preserves sequences:  

– If Ek(c)=c+2 then there might be many occurrences of 

͞VJG .͟ 
– AgaiŶ, this is a Đlue that Đould eǀeŶtuallǇ ƌeǀeal ͞VJG͟ as 

the eŶĐƌǇpted foƌŵ of ͞THE .͟ 

 



• These are important clues to someone who has the 
ciphertext but does not know how to decrypt. 

• They use these clues to deduce how the ciphertext 
may be been created. 

• This, in turn, allows them to determine ways in which 
the ciphertext can be converted back to plaintext, in 
effeĐt, ͞ĐƌaĐkiŶg the Đode .͟ 

• Patterns in a ciphertext are a bad thing. 

• A good method will disrupt all patterns as much as 
possible. 

• We need to know what patterns can occur. 



Polyalphabetic cipher. 

• Same character may be encrypted different ways 

• Example 

• P…array of plaintext characters 

• C…array of ciphertext characters 

 for i=1 to n do 

    C[i] =P[i] + ki mod 3 

 

• suppose k0=1; k1=2; k2=3.  

• Then “ABC” is not always encrypted the same way. 
• That pattern is disrupted. 



– But there is still a pattern-it s͛ just a little haƌdeƌ to 
see. 

– ͞ABC͟ ǁould alǁaǇs ďe eŶĐƌǇpted as ͞BDF ,͟ ͞CED ,͟ 
oƌ ͞DCE .͟ 

– Sum of differences of characters from the same 

relative position in any two of these ciphertexts is 

always 0. 

– For example, look at the first two 

• B-C is -1; D-E is -1; F-D is 2; the numbers sum to 0. 

– Other pairs are similar. 

 



• Can you find the pattern if k0=1; k1=5; k2=4?  



• Bit level (ex-or)  

• C=Ek(P)=Pk 

• P=10101010101010 

• k=11001100110011 

• C=01100110011001 

• NOTE: if two plaintext messages differ by 1 bit, so 

do the encrypted versions. 

• That’s a pattern 



key length 

• If P is longer (has more bits) than k then P is divided 

into blocks, each with the same length as k. 

• Each block is encrypted with k. 

• This is a block cipher. 

• If k has a small number of bits, more patterns exist in 

C 

• If k is longer, there are usually fewer patterns in C 

• For a given algorithm, a longer key is usually more 

secure than a shorter key. 

 



• In the extreme case, k and P have the same number 
of ďits. If k s͛ ďit aƌe ƌaŶdoŵ, the eŶĐƌǇptioŶ has Ŷo 
patterns. 

• One time pad 

• k (random bits) used only once and key length = 
length of message 

• Leaves NO statistical base for analyzing encrypted 
message. 

• About the only method considered truly 
unbreakable, short of brute force (trying all possible 
keys). 

• Managing and sharing the key is an issue. 

 



 

http://www.amazon.com/Rebecca-Daphne-Du-Maurier/dp/0380778556/ref=sr_1_1?s=books&ie=UTF8&qid=1329757811&sr=1-1


 

http://en.wikipedia.org/wiki/The_Key_to_Rebecca


• Key to Rebecca by Ken Follett 

– a reference to a Novel “Rebecca” by Daphne Du Maurier  

• Each day a different page from the novel contains the 

key used to encrypt messages sent to a Nazi superspy  

• [http://www.math.okstate.edu/~wrightd/crypt/crypt-

intro/node12.html] 

http://www.math.okstate.edu/~wrightd/crypt/crypt-intro/node12.html
http://www.math.okstate.edu/~wrightd/crypt/crypt-intro/node12.html
http://www.math.okstate.edu/~wrightd/crypt/crypt-intro/node12.html
http://www.math.okstate.edu/~wrightd/crypt/crypt-intro/node12.html
http://www.math.okstate.edu/~wrightd/crypt/crypt-intro/node12.html


– 13-3-2-21-1-1-8-5 

– O, Draconian devil 

– Oh, lame saint 

– A Đlue to a ŵuƌdeƌ fƌoŵ ͞The Da ViŶĐi Code͟ 

 



– Anagrams for: 

– Fibonacci numbers (1,1,2,3,5,8,13,21 

– Leonardo Da Vinci 

– The Mona Lisa 

 



Transposition cipher 

• Rearrangement of blocks in P 

• Key is a permutation of integers that define the 

rearrangement 

• Not particularly secure  

• Characters are preserved 

• Most useful as part of a more complex scheme. 



S-Box 

• A type of substitution that replaces an N-bit 

input with an M-bit result 

• Often an intermediate activity in a cipher 



30.304 

Figure 30.11  S-box 



Data Encryption Standard (DES): Developed 

by IBM and NSA (No Such Agency) 

• confusion and diffusion.  

• Multiple rounds 

• Substitutions 

• Transpositions 



30.306 

Figure 30.13  DES 



30.307 

Figure 30.14  One round in DES ciphers 



30.308 

Figure 30.15  DES function: f(Ri, Ki)  



DES controversy 

• 2nd page of 

[http://nvl.nist.gov/pub/nistpubs/sp958-

lide/250-253.pdf] 

http://nvl.nist.gov/pub/nistpubs/sp958-lide/250-253.pdf
http://nvl.nist.gov/pub/nistpubs/sp958-lide/250-253.pdf
http://nvl.nist.gov/pub/nistpubs/sp958-lide/250-253.pdf
http://nvl.nist.gov/pub/nistpubs/sp958-lide/250-253.pdf
http://nvl.nist.gov/pub/nistpubs/sp958-lide/250-253.pdf


• Electronic Frontier Foundation [http://www.eff.org/] 
– sort of an ACLU of cyberspace 

• built “DES Cracker” (1/4 million $) in 1998. In 
conjunction with worldwide network of PCs, could 

try billions of keys per second and cracked DES in 

hours  

• [http://w2.eff.org/Privacy/Crypto/Crypto_misc/DESC

racker/19980716_eff_des.faq]  

• [http://en.wikipedia.org/wiki/Deep_Crack]  

http://www.eff.org/
http://www.eff.org/
http://w2.eff.org/Privacy/Crypto/Crypto_misc/DESCracker/19980716_eff_des.faq
http://w2.eff.org/Privacy/Crypto/Crypto_misc/DESCracker/19980716_eff_des.faq
http://w2.eff.org/Privacy/Crypto/Crypto_misc/DESCracker/19980716_eff_des.faq
http://w2.eff.org/Privacy/Crypto/Crypto_misc/DESCracker/19980716_eff_des.faq
http://en.wikipedia.org/wiki/Deep_Crack


Electronic codebook mode (ECB): 

• Each block encrypted independently.  

• Same blocks always encrypted the same way.  

• Another pattern – more prevalent if the blocks 

are small. 

• Less so – if the blocks are large. 

 



Cipher block chaining mode (CBC): 

• Step i feeds into step i+1 

• First step requires an IV (Initialization Vector) 

 

 

 

 

 

 



Triple DES (3DES): 

• ANSI standard X9.52.  

• Ek(P) represents DESTriple DES defined by 

Ek3(Dk2(Ek1(P))).  

• Allows all keys to be equal for backward 

compatibility with DES.  

• Question:  

– Does applying the same cipher in sequence really yield 

anything different? 

• ANS: 

– Maybe/maybe not 



Examples 

• Ek(P)=P+k 

– Caesar cipher 

• Then Ek1(Ek2(P))=Ek1+k2(P) 

– no substantial difference!!! 

• The collection of Caesar ciphers form a mathematical 

group and the composition of two ciphers is 

equivalent to another. 

• This is NOT true for DES because DES does NOT form 

a mathematical group (Proven in 1993).  

 

http://www.rsasecurity.com/rsalabs/node.asp?id=2230
http://www.rsasecurity.com/rsalabs/node.asp?id=2230


Advanced Encryption Standard (AES) 

• Rijndael algorithm 

– Named after Belgian cryptographers: Vincent Rijmen and 

Joan Daemen) 

• NIST sent out a call for algorithms to be new 

standards in 1997. 

• Finalists included MARS, RC6, Rijndael, Serpent, 

Twofish (look them up on Internet).  

• Rijndael adopted in 2000. 

• Key sizes of 128, 192, or 256 bits 

http://csrc.nist.gov/archive/aes/rijndael/Rijndael-ammended.pdf


• At least as strong as 3DES but quicker. 

• Block cipher:  

– Organizes 128 bits into 16 bytes & puts them into a 4x4 

matrix 

• Goes through a series of steps: xor, multiple rounds 

each with a separate key derived from the initial key, 

permutations, substitutions, shift operations. 

[http://en.wikipedia.org/wiki/Advanced_Encryption_

Standard] 

http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard


• Each round has a separate key defined by a key 

generator: 

– Each key is a sequence of 4-byte words wi i = 0…43 

– First key is initial key, w0 through w3. 

– If i%4 !=0: wi = wi-1  wi-4 

– If i%4==0: Permute the bytes in wi; substitute each byte 

with another using an S-box; do another ex-or with a round 

constant defined by Rijndael. 



• 4 steps in each round. They are 

– Replace each byte using an S-box 

– Circular shift bytes in each row (except 1st). 

– (Most complex) interpret each column as a polynomial, 

multiply it by another defined by Rijndael (modulo yet a 3rd 

polynomial). Polynomial’s coefficients are interpreted as 8-

bit nos. from a Galois field, a mathematical structure. Rules 

for multiplying are complex and requires knowledge of 

groups and rings found in an abstract algebra course. 

– Do ex-or with round key. 



– Entire books written on Rijndael!!! 



Section 30.3: Public key encryption 

(Asymmetric-key cryptography) 

• Previous discussion involved private (symmetric) key 

methods 

• decryption key easily derivable (or was equal to) 

from the encryption key and method and the 

encryption key had to be kept secret (private). 



• With public key encryption, the key and algorithm 

are known to anyone!!! 

• The decryption key is NOT easily derivable, even if 

encryption key and algorithm are known.  

• Many clients encrypt using the same key but none 

ĐaŶ deĐƌǇpt aŶotheƌ s͛ ŵessage.  
• Cannot even decrypt your own. 

• Useful when sending encrypted information to a 

central site (servers, banks, secure sites, etc). 

 



RSA challenge. 

• Until the end of 2007 you could have won $200,000 

simply by factoring  this number:  
• 2519590847565789349402718324004839857142928212620403202777713783604

3662020707595556264018525880784406918290641249515082189298559149176

1845028084891200728449926873928072877767359714183472702618963750149

7182469116507761337985909570009733045974880842840179742910064245869

1817195118746121515172654632282216869987549182422433637259085141865

4620435767984233871847744479207399342365848238242811981638150106748

1045166037730605620161967625613384414360383390441495263443219011465

7544454178424020924616515723350778707749817125772467962926386356373

2899121548314381678998850404453640235273819513786365643912120103971

22822120720357  

• previous winner: 
 

http://www.rsa.com/rsalabs/node.asp?id=2093
http://mathworld.wolfram.com/news/2005-11-08/rsa-640
http://mathworld.wolfram.com/news/2005-11-08/rsa-640/


What is RSA? 

• It’s actually who? 

• Ronald Rivest, Adi Shamir, Leonard Adleman 

• [http://www.rsa.com/node.aspx?id=1003] 

• [http://www.rsa.com/rsalabs/] 

http://people.csail.mit.edu/rivest/
http://people.csail.mit.edu/rivest/
http://people.csail.mit.edu/rivest/
http://en.wikipedia.org/wiki/Adi_Shamir
http://www.usc.edu/dept/molecular-science/fm-adleman.htm
http://www.usc.edu/dept/molecular-science/fm-adleman.htm
http://www.rsa.com/node.aspx?id=1003
http://www.rsa.com/rsalabs
http://www.rsa.com/rsalabs


RSA Algorithm 

• public key encryption 

• based on the works of number theorists Leonhard 

Euler and Pierre de Fermat circa 1700s and products 

of large prime numbers 

• A simple (small numbers) illustration of the RSA 

algorithm follows. 



• Assume characters A through Z 

• Assign codes 1-26 to A through Z 

• Choose n = pq, where p and q are prime.  

• E.g. p=7, q=11, n=77.  
– In practice, maybe a couple of hundred digits long. 

• Find e where e is relatively prime to  = (p-1)(q-1). 
This means the two numbers have no common 
factors.  
– And, yes, such an e can always be found. 

• E.g. e=7 is relatively prime to 610=60. 



• Divide message into blocks 

• Interpret the binary representation of 1 block as an 

integer x. 

• For each x, compute xe mod n  

• E.g.: H E L L O = 8 5 12 12 15 

• Compute:  

– 87 mod 77 = 57 

– 57 mod 77 = 47 

– 127 mod 77 = 12 (this is just coincidence) 

– 127 mod 77 =12 

– 157 mod 77 =71 



• To decrypt find d where de-1 is divisible by                        

    = (p-1)(q-1) 

– Yes, such a d can always be found according to number theory. 

• Another way to say this is de=1 mod  

• In our example, 7d-1 must be divisible by 60. Can use 

d=43 

• For each y in the encrypted message compute yd mod n. 

You will always get back to x because these two 

operations are inverse operations (proof left to number 

theorists)  



• See also examples on pages 950-951 

• Numbers could be huge but there is a shortcut 

since all calculations are modular. 



Calculate 7143 mod 77 

• 7143 mod 77= 7132+8+2+1 mod 77 (exponent is sum of 

      powers of 2 

  = 7132  718  712  71 mod 77 

  = (712)16(712)4  (712) 71 mod 77 

Since 712 mod 77 is 36 we get 

  = 3616  364  36  71 mod 77 (all the nos are  

      smaller 

Since 362 mod 77 is 64 we get 

  = 648  642  36  71 mod 77 (smaller yet) 

Since 642 mod 77 is 15 we get 

 



  = 154  15  36  71 mod 77 

  = 712  15  36  71 mod 77 

  = 36  15  36  71 mod 77 

  = 15 mod 77 

 



Analysis 

• Suppose you know n and e – the necessary 

parameters to the encryption calculation. 

• Can you derive d from this?  

• All you need to do is find d where de-1 is divisible by 

 = (p-1)(q-1). 

• Finding d requires knowing p and q, the factors of n 

• If n has hundreds of digits, this is hard. 

• really hard! 

 



• See the course web site for a java program 

that implements rsa using its BigInteger class. 



Key exchange/distribution for symmetric key 

algorithms. 

• Some protocols require keys to be 

communicated/shared among two or more users 

secretly (ssh or secure shell and IPSec are examples) 

• If A and B both want to exchange data securely how 

can they agree on a key? 

• RSA is good for one direction – to the site with the 

private key. 

• How do you share keys securely?  

http://www.openssh.com/
http://www.openssh.com/
http://datatracker.ietf.org/doc/rfc4301/


Shaŵiƌ s͛ ŵethod  
 

• Need any k people to decrypt 

• Create polynomial a0 + … + ak-1xk-1 where a0 is the 

encryption key 

• Assign 1 point on graph to each person 

• Any k people  k points  can construct polynomial 

and get key 

 



Confidentiality 

• Both sides need to exchange information 

confidentially. 

• Session key:  

– encryption key used only for the duration of a session. 

• New one negotiated with each session 



• If A and B both have a public key, each can encrypt 

usiŶg the otheƌ s͛ puďliĐ keǇ. 
– Each can decrypt using their private key. 

• If ONLY B has a public key,  

– A can choose a session key 

– A ĐaŶ eŶĐƌǇpt it usiŶg B s͛ puďliĐ keǇ 

– B can decrypt it (using its private key) to get the key 

• If neither has a public key 

– Diffie-Hellman 

 

 



Diffie-Hellman Key exchange 

• Look at javax.crypto.interface at 

 

http://docs.oracle.com/javase/6/docs/api/javax/crypto

/interfaces/package-summary.html 

http://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
http://docs.oracle.com/javase/6/docs/api/javax/crypto/interfaces/package-summary.html
http://docs.oracle.com/javase/6/docs/api/javax/crypto/interfaces/package-summary.html
http://docs.oracle.com/javase/6/docs/api/javax/crypto/interfaces/package-summary.html
http://docs.oracle.com/javase/6/docs/api/javax/crypto/interfaces/package-summary.html
http://docs.oracle.com/javase/6/docs/api/javax/crypto/interfaces/package-summary.html
http://docs.oracle.com/javase/6/docs/api/javax/crypto/interfaces/package-summary.html


• Suppose A and B agree to use two ints (g and p) in 

the calculation of an encryption key.  

– These do not need to be kept secret. 

• A chooses x privately and calculates gx mod p and 

sends this to B. 

• B chooses y privately and calculates gy mod p and 

sends this to A 

• B calculates (gx mod p)y  which is the same as         gxy 

mod p  

• A calculates (gy mod p)x  which is the same as         gxy 

mod p  

 

http://java.sun.com/j2se/1.4.2/docs/api


• A and B both have K = gxy mod p which they 

can use as the encryption key. 

• Suppose a 3rd eavesdropping party knows g, p, 

gx  mod n, gy mod n  

• Still cannot derive gxy mod p (if nos are large). 

 



 



• EX: g=7, p=17, A chooses x=5, and B chooses y=9 

• A sends 75 mod 17 = 11 to B 

• B sends 79 mod 17 = 10 to A 

• A calculates 105 mod 17 = 6  

• B calculates 119 mod 17 = 6 

• Encryption key is 6 



• Can find references to Diffie-Hellman as part of JCE 

(Java Cryptographic Extension) and in references to 

X.509 certificates to authenticate web sites that do 

business. 

[http://java.sun.com/j2se/1.4.2/docs/guide/security/jce

/JCERefGuide.html] 

http://java.sun.com/j2se/1.4.2/docs/guide/security/jce/JCERefGuide.html
http://java.sun.com/j2se/1.4.2/docs/guide/security/jce/JCERefGuide.html
http://java.sun.com/j2se/1.4.2/docs/guide/security/jce/JCERefGuide.html
http://java.sun.com/j2se/1.4.2/docs/guide/security/jce/JCERefGuide.html


• Diffie –Hellman does have a weakness – the 

man-in-the-middle attack. 

• Person in between A and B intercepts the 

transmitted calculations and fools each one 

into thinking each is communicating with the 

other. 



30.344 

Figure 30.28  Man-in-the-middle attack 



• Also called bucket brigade attack. 

• Alice needed some way to authenticate to 

whom she was sending. 

• Bob needed some way to authenticate to 

whom he was sending. 

• This is called Authenticaion. 

• That s͛ ĐoŵiŶg up iŶ the Ŷeǆt set of slides. 



Zadaci-4: 

 



 18.  Polialafabetsko šifƌoǀaŶje, pƌedstaǀlja ŶačiŶ da se pƌoŵeŶi fƌekǀeŶĐija pojaǀljiǀaŶja 
sloǀa i uoďičajeŶe sekǀeŶĐe je da se koƌisti polialfaďetsko šifƌoǀaŶje. Za ƌazliku od 
ŵoŶoalfaďetkskog šifƌoǀaŶja, sǀaki kaƌakteƌ se ŵeŶja uǀek ƌazličitiŵ šifƌoǀaŶiŵ 
kaƌakteƌoŵ.  Algoƌitŵ ŵožeŵo defiŶisati Ŷa sledeći ŶačiŶ. 

• RešeŶje: 
 for ( int i  = 0; i < lenght of P; i++ ) 

  C[i]=P[i]+K+(i mod 3) 

Uz datu pretpostavku da je K=1. Zatim se dodaje 1 na ASCII kodove na pozicijama 

0, 3, 6. itd. Zatim se dodaje 2 na pozicijama 1, 4, 7, i tako dalje. Tri se dodaje 

na pozicijama 2, 5, 8 i tako redom. Na primer T ako zauzima poziciju 0 u nizu 

odŶosŶ u ƌeči, uǀećaǀa se za ϭ te pƌelazi odŶosŶo šifƌuje se u sloǀo U. Sloǀo H 
koje se Ŷalazi Ŷa poziĐiji ϭ, uǀećaǀa se za Ϯ i pƌelazi u sloǀo J, i tako ƌedoŵ. 
Šifƌujte oǀoŵ ŵetod sledeći tekst: ŠIFROVANI TEKST. 

 



19. Iako ŵŶogo algoƌitaŵa i ključeǀa ƌešaǀaju pitaŶja ďezďedŶosti , algoƌitaŵ RSA ; 
ŶazǀaŶ po sǀojiŵ pƌoŶalazačiŵa, RoŶu Riǀestu, Adiju Shaŵiƌu i LeoŶaƌdu  
AdleŵeŶuͿ postao je skoƌo sisŶoŶiŵ za kƌiptogƌafiju jaǀŶiŵ ključeŵ. KoƌišćeŶjeŵ 
RSA izaďeƌite p=ϯ i Ƌ=ϭϭ i šifƌujte ƌeč „kod .͞ PƌiŵeŶite algoƌitaŵ za šifƌoǀaŶje 
odŶosŶo dešifƌoǀaŶje. Da ďi ƌekoŶstƌuisali pƌǀoďitŶu poƌuku otǀoƌeŶog teksta. 
 



3p i 11q naosnovu datih vrednosti dobijamo 33*  qpn  i 20)1(*)1(  qpz biramo broj

9e , manji od n, koji nema zajedŶičkih čiŶilaĐa sa brojem z. Zatim, biramo 9d tako da 

je, e*d -ϭ tačŶo deljivo sa z. Sledi 81* de odnosno 801* de gde je dobijena vrednost 

tačŶo deljivasa 24. Sada ŵožeŵo koƌistiti RSA šifƌoǀaŶje i dešifƌoǀaŶje, koƌišćeŶjeŵ 

dobijenih vrednosti: 33n , 9e  i .9d  javni ključ je KB
+
, je par brojeva (n,e); njegov 

privatni ključ, KB
-
, je par brojeva (n,d). Dve vrednosti su javne n i e. Dok je vrednost d 

tajna. (Celobrojni ostatak kada se ceobroj x podeli celim ďƌojeŵ Ŷ, ozŶačaǀa se sa: x 

mod n). 

 



karakter  m            me   c = me mod n (šifrovaŶi tekst) 

k                   8 13421778       29 

o  5 1953125 20 

d 12 5159780352  12 

ŠifrovaŶi tekst   cd          m = cd mod n   Slovo otvorenog teksta 

29                14507145975869  8   k 

20 512000000000  5 o 

12 5159780352 12  d 



 


